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Onuncanune |OT Vega Server

CeteBon cepBep IOT Vega Server 3TO WHCTPYMEHT AN OpraHuW3aumm CeTewn
ctaHgapTa LoRaWAN nto6oro macwrtaba.

MpenHasHayeH AN ynpaBneHuUs ONOPHOM CETbIO 6a30BbIX CTaHLUMN, paboTatoLWwmMX
nog ynpasneHunem 10O Packet forwarder oT komMmnaHum Semtech, npuema AaHHbIX C
OKOHEYHbIX YCTPOWCTB M MNepefavs MX BHELWHWM MNPUIOXEHUIM, a Takxe nepenayu
OAHHbIX OT BHELHUX NpunoxeHnn Ha LoRaWAN ycTtponcTsa.

Cepsep paboTaeT no cneumdbukaumm LoRaWAN 1.02 n noanepxupaeT ntobble
OKOHeYHble YCTPOMCTBA, paboTatoLLme COrnacHoO AaHHOW BepCUn cneundurkaumn,

Bce npuHATbIE OT OKOHEYHbIX YCTPOMCTB AaHHbIE COXPAHAOTCSH BO BCTPOEHHOW B
IOT Vega Server 6a3e gaHHbIX 1 BCeraa AOCTYMNHbI AN BHELWHMUX MPUIOXKEHWNA.

OTkpbITbIM API, OCHOBaHHbIM Ha TexHonornmn Web Socket nossonset nogkntoyaTb
K IOT Vega Server BHeWHME MPUIOKEHUS U NUCMNOJSIb3OBaTb BO3IMOXHOCTM LORaWAN
ceTen B BalLMX MPOEKTaX.

IOT Vega Server BbiNyCKaeTcs B BUAE KOHCONBHOITO MNPUIOXEHUS ANd
onepaunoHHbix cuctem Windows, Linux u Linux-ARM (c6bopka pnna 3anycka Ha
nnatopme 6a30BbIX CTaAHLUMN).

Ins ynpasneHns cepeepoM ucnosnbsyetcsd npunoxenue IOT Vega AdminTool ¢
NPOCTbIM  APY)XECTBEHHbIM NHTEPDENCOM. AdminTool  OTKpbIBaeT nepen
aAMUHUCTPATOPOM CepBeEpa LWWMPOKME BOZMOXHOCTK MO yrnpasneHuto cetbto LoRaWAN.
C AdminTool Bbl MOXeTe 406aBNATb B CETb HOBble OKOHeYHble ycTponcTBa LoRaWAN,
NPOCMATPMBaTbh KapTy CeTW, KOHTPOAMPOBaTb 6a30Bble CTaHUMK, a TakKXKe ynpaBndTb
npaBamu nonb3oBatenen. IOT Vega AdminTool npepoctasnsercs B Buae Web-
NPUNOXEHNS.

[ns paboTbl C yCTPONCTBAMKM UCMONb3yeTCca KnneHTckoe npunoxeHue |IOT Vega
Pulse C WWMPOKMM CMNEKTPOM BO3MOXHOCTEN W3BNEYEHUS [aHHbIX, OOPabOTKM W
npeacTaBneHns B pa3nnyHbolix dopmatax (Tabnmua, rpaduk, OTHET, AMarpaMmma).
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BO3MOYXHOCTW

MO nmeeT orpaHMYeHMs NO NPOMYCKHOM CNOCO6HOCTU MHGOPMaLMK

o MakcumanbHas 4acToTa COOOLEHUN, MOAYyYaeMbIX OT  OKOHEYHbIX
YCTPOMCTB B 30HE OENCTBUS NOKaIbHOW ceTn (30Ha oxBaTa ogHowm BC) He
MOXeT npeBbiWwaTbh 3HadyeHus: 10 mnakeToB B MUHYTY C  OYyHKUMEN
noareepxxaeHuns 1 20 NakeToB B MUHYTY 6€3 NOATBEPXKAEHMS.

o [lpun ycTaHOBKe pacrnmMcaHMUs CeaHCOB CBS3M OKOHEYHbIX YCTPOMWCTB C
CepBEpPOM OAMH Pa3 B CYTKM, MaKCUMaslbHOE KOJIMYECTBO TaKMUX YCTPOMNCTB
B 30HE [EeNCTBUS NIOKANIbHOM CEeTU He MOXeT MpeBbllaTb TPWU ThiCAYN
eanHUL,
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DyHKLUMN

Moanepxka Ntobbix okoHeYHbIX ycTponcTs LoRaWAN 1.0.1
[Mopaepka OKOHEYHbIX YCTPOMUCTB Knacca A n C
BcTpoeHHas 6a3a AaHHbIX

Monnepyka paboTbl C BHeLHeM 6a30M AaHHbIX

YOo6HOe NpuioxeHne agMMHUCTPaTOPa

[MocTpoeHme KapTbl CETU

YnpaBneHne Nonb3oBaTENIMN CETH

[MbKas HaCTPOWMKa NOAK/OUYEHHDBIX K CEPBEPY YCTPONCTB
Mopnep)kka NPOM3BObHbIX YACTOTHbBIX MNAHOB

OHNaH NpPOCMOTP MaKeTOB C KaXAOro YCTPOWCTBa (HMCxogsuwme u
BOCXOZSLLME NaKeTbl)

o [paduKkm CBA3N AN KXKOOrO YCTPONCTBA B CETH

O O 0O O O O O O o0 O
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YCcTaHOBKa

MNepen o6HOBNEHMEM (yCTaHOBKOW HOBOW BEPCUM) CepBepa, PEKOMEHOyeTCs
BbIMOMIHUTbL pPE3epPBHOE COXpaHeHue 6asbl AaHHbiXx (BJ) wn danna HacTpoek no
cnenyowmMmM NpUYnHam:

e HOBas Bepcus cepsepa mMoaunbuumpyet cTpykTypy blLl, nostomy, B cinyvae
HEeOH6XOAMMOCTM BO3BpaTa K npeaplayLlen Bepcumn, cepeep He CMOXeT paboTaTb C
n3MeHEéHHoM b/;

e dann C HaCTPOMKaAMM MOXeT 6blTb 3aMeHeH GanioM 13 YCTAaHOBOYHOIO MakeTa.
Bepcua nana Linux nepen YyCTaHOBKOW COXPaHSAET WMMEIOLLYIOCH BEPCUIO
KOHOUIrypauMoOHHOro danna W yy4uTbiBaeT 3STW  3HAYEHMS MNpPU  CO3L4aHUMU
pe3ybTUpyoWwero KoHeuUrypaumoHHoro ¢awmna. [lpn paséope umerowerocs
KOHOUTYPaUMOHHOTO danna MOryT BO3HUKHYTb OLWMOKM WU HACTPOWKKU OyayT
yTepsaHbl. O6HOBNeHWe danna HaCTpOeK Heob6XOAMMO, MOCKOJNIbKY B HOBOWM
BEPCUW cepBepa A06aBNEHbI HOBbIE HACTPOWMKN.

Bepcus pna Windows He TpebyeT yCTaHOBKW. Heo6X0AMMO pacnakoBaTb apXuMB U
3anyCTUTb UCTIONHAEMbIV Gan.

[ns KOppekTHOM paboTbl CcepBepa HEOOXOAMMO 06a3aTeNlbHO YCTAaHOBUTb O6e
BepcUn 6MBINOTEK, KOTOopble HaxomaaTca B aupektopum IOT Vega Server/msvc c++
2013. [Nocne 3Toro MOXHO Ha4yMHaTb PaboTaTb C CEPBEPOM.

Bepcusa ang Linux noctaensgetcsa B Buae yctaHoBovyHoro DEB nakeTa ang 32-x u
64-X pa3psaHbIX CUCTEM.

[lpouecc yCTaHOBKM NPUNOXEHNS Ha Linux:

e CKa4yaTb ¢pamn Ha lK;

e YCTaHOBMUTb, BbIMONHNB KOMaHAy: sudo dpkg —i /nyTb/k/panny/iot-vega-server-
1.2.0.deb;

o 119 KOHPUrypuUpOBaHUS HEO6XOAMMO WU3MEHUTb Ccoepxumoe ¢amna ¢
HacTpowkamu /opt/iot-vega-server/settings.conf;

e [1/19 3aMnycKa cepBepa B paboTy HeO6XOAMMO BbIMONHUTL ckpunT sudo ./iot-vega-
server.sh B aupektopun /opt/iot-vega-server nin6o HanucaTb HOBbIA CKPUMNT C
yKa3zaHMeM NMyTn K 6ubamoTekam (AMpekTopmst yCTaHOBKM).

[ns KoppeKTHOM paboTbl NNarnHa BHelwHen 6a3bl AaHHbIX MySQL Ha
onepaumoHHOM cucteme Linux Heo6xoaMmMo Hannume bubnmnoTek libssl (Bepcun mnagwe
1.1.0) B cucTeMe, a UMEHHO onpeeNneHHbIX CUMBOJbHbIX CCbITOK. C NakeTomM
NOCTaBASOTCS CChIIKM, HO 3a4aCTytO NMOO BEPCUM BUONNOTEK PA3HATCSH, TMOO MeCTa
YCTaHOBOK. M3-3a 4ero okasblBaeTCs HEBO3MOXHbIM 3anyCK cepBepa. s peleHns
Npo61eMbl BOCCTaHOB/IEHWNS CCbIIIOK HEOOXOAMMO BbIMOAHUTL CleaytoLee:

e MepenTun B Manky ¢ nnarvHamu ans bl cd /opt/iot-vega-server/sqldrivers n

BbIMONHUTbL cneaytowyto komaHay: LD_LIBRARY_PATH=/opt/iot-vega-server/

ldd libgsglmysql.so.
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MpUMEpPHbIN pe3ybTaT BbIMOIHEHMS:
linux-vdso.so.1 => (0x00007ffd035fe000)
libQt5Sql.so0.5 => /opt/iot-vega-server/libQt5Sql.so.5 (0x00007f9a76730000)
libQt5Core.so.5 => /opt/iot-vega-server/libQt5Core.so.5 (0x00007f9a76010000)
libmysglclient.so.18 => /opt/iot-vega-server/libmysqlclient.so.18 (0x00007f9a75a40000)
libpthread.so.0 => /lib/x86_64-linux-gnu/libpthread.so.0 (0x00007f9a75822000)
libz.so.1 => /lib/x86_64-linux-gnu/libz.so.1 (0x00007f9a75609000)
libssl.s0.10 => /opt/iot-vega-server/libssl.s0.10 (0x00007f9a753aa000)
libcrypto.so.10 => /opt/iot-vega-server/libcrypto.so.10 (0x00007f9a74fce000)
libdl.s0.2 => /lib/x86_64-linux-gnu/libdl.s0.2 (0x00007f9a74dca000)
libstdc++.50.6 => /usr/lib/x86_64-linux-gnu/libstdc++.s0.6 (0x00007f9a74ac6000)
libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007f9a747c0000)
libgcc_s.so.1 =>/lib/x86_64-linux-gnu/libgcc_s.so.1 (0x00007f9a745aa000)
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9a741e1000)
libicuil8n.so0.56 => /opt/iot-vega-server/libicuil8n.so.56 (0x00007f9a73d48000)
libicuuc.so.56 => /opt/iot-vega-server/libicuuc.s0.56 (0x00007f9a73990000)
libicudata.so.56 => /opt/iot-vega-server/libicudata.so.56 (0x00007f9a71fad000)
librt.so.1 => /lib/x86_64-linux-gnu/librt.so.1 (0x00007f9a71da5000)
libgthread-2.0.50.0 => /usr/lib/x86_64-linux-gnu/libgthread-2.0.s0.0 (0x00007f9a71ba3000)
libglib-2.0.50.0 => /lib/x86_64-linux-gnu/libglib-2.0.s0.0 (0x00007f9a7189b000)
/1ib64/1d-linux-x86-64.50.2 (0x00007f9a76b8a000)
libpcre.so.3 => /lib/x86_64-linux-gnu/libpcre.so.3 (0x00007f9a7165d000)

[laHHasg KoMaHOa OTO6parkaeT 3aBUCMMOCTM AN naarnHa 6a3bl gaHHbIX MySQL.
Ecnu o6HapyeHbl NyCTble CTPOKM — HEOHXOAMMO BbIMOAHNUTbL MOUCK
COOTBETCTBYOLWMX 6UbAnoTek Ha K ¢ cepBepoM 1 nponncaTtb K HAM NyTb. ns
3TOro HEOOXOAMMO BbIMONHUTL CNeaytoLlme LWaru:

® HEOH6XOAMMO CaMOCTOSTENbHO BbIMOJHUTbL MOUCK (koMaHaa find / -name
“libcrypto*”) n cospatb CMMBOJbHbIE CCbIIKM (KOMaHAa ln —s
‘nyTb_Kk_bubnnoteke” libcrypto.so.10) B nanke c cepeepom (/opt/iot-vega-
server) ona dannos libcrypto u libssl;

e [0OC/€e Yero HeO6XOAMMO CHOBA BbIMOMHNUTL KOMaHAY
LD_LIBRARY_PATH=/opt/iot-vega-server/ |ldd libgsglmysql.so B manke c
nnarMHamMmm n y6eamTbCs YTO BCE 3aBUCKMMOCTW YAOBNETBOPEHDI.

Bepcusa ana Linux-ARM nocTtaenseTcs B BMAE apxmBa U He TPEOYET YCTaHOBKM.

ApxuB iot-vega-server (armhf) v1.1.5.tar.gz Heo6xo0AMMO CKONMPOBaTL B
Tpebyemyto Manky 1 pasapxmeBrMpoBaTb KOMaHaoM tar —xvf iot-vega-server (armhf)
vl.1l.5.tar.gz.

Ianee Heo6x04MMO U3MeEHUTb dann KOHOUTypaLumm No4 Balm TpebdoBaHus. B
pPaboTy CepBep 3anyCKaeTcs Yepes CKpunT iot-vega-server.sh.

PaboTa C BHELWHVMM 6a3aMK AaHHbIX HE MOALEPXMBAETCS.

PekomeHayeTcsa pa3sopaumBaTtb cepBep Linux-ARM Ha MOHTUpyemon
kapTe namaTu. [Mockonbky cepBep B Mnpouecce CBOeN paboTbl
co3paeT ¢ann 6as3bl AaHHbIX U ¢Pannbl LOG'oB. T ¢annbl MmoryTt
MMEeTb 3HA4YUTENIbHbIN O6bEM U MOFYT YMEHbLIaTb CPOK CAyX6bl
BCTPOEHHOMN NamMaTu.
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HacTponku

CepBep paboTaeT B aBTOHOMHOM pexunme, TpebyeTcs Nulb NepBOHavasbHoe
KOHOUIypMpoBaHWe nepen 3anyckoMm cepBepa. YTobbl OCYUIeCTBUTb MNepBOHAYaNbHYO
HaCTPOWKY cepBepa HeO6XOAMMO 3alTW B Manky C ¢annamm cepBepa W OTKPbITb
settings.conf c noMolLblo NO60ro TEKCTOBOro pefakTopa (Hanpumep, «bnokHOT»).

Mpun pepakTupoBaHun d¢aina settings.conf Henb3ss mcnonb3oBaTb
CUMBON «!» - BOCKNIULLATENbHbIN 3HAK

Conepxummoe darnna BbIrsanT Cnefyowmm 06pasoMm:

# Host connection settings
[host]

# IP-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection
tcpPort=8002

# "path" part of webSocket address
webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key.key

# LoRaWAN network settings
[lora]
# LoRaWAN network identifier (should be random between 1 and 127)
networkID=1
# LoRaWAN sub network identifier (should be random for subnetwork) [between
1 and 131071
networkArbitraryID=124365
# Flag for using Plug-and-Play gateways function.
# If this value is 1, server would automatically append all gateways which
connected to one
usePnPGateway=1

# Super user options
[root]
# Login for super user
root=root
# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]
# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsgLevel=20
# Maximum level of console messages that will be saved into LOG file (levels of
messages represented below)
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# Console message levels:

# errors =0

# uplink

# downlink

# warning

# info

# debug
maxLogMsgLevel=0

# Maximum count of log files. Now size of each log file internally constructed to

muwmnnn
NHDWNER

0

25MB.

#0 = unlimit count

# 1and 2 = 2 files: current and previous
#3 = 3 files: current and 2 previous
# ...

# > 1000 = unlimit count

maxLogFilesCnt=3

# Common database settings
[database]
# The database would be optimized in this local time each day ( format
[hh:mm:ss] )
# This operation cause blocking of database for some small time ( about 10
seconds and below - depending on database size )
taskOptimizationTime=21:00:00
# Period of database defragmentation in days. This operation need to scale down
of database size.
# This operation cause blocking of database for some time ( about several
minutes - depending on database size ).
# So use real period value!

#0 = defragmentation is not processed
#1 = each 1 day ( not recommend )

#ouu

# > 365 = defragmentation is not processed

defragPeriod=30

# External DataBase settings
[external_db]

# Flag of using external DB
useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE
typeExternalDb=MYSQL

# Name of external DB (schema's nhame for MYSQL)
nameExternalDb=server

# IP and port of DB's server ("localhost" is supported)
ipExternalDb=127.0.0.1
portExternalDb=5505

# User login and password (user should have maximum level of privileges)
userExternalDb=admin
passwordExternalDb=admin

# self-test settings
[selftest]

# Flag for enabling anonymous reports with possible server errors
enableReports=1

# Common email settings

[email]
# Timeout in seconds between two serial email sending

PeBunsunsa 14 ot 01.03.2021 9
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emailTimeout=3

Cekuus [host] conepXMT HaCTPOWMKKM MOPTOB M CETEBbLIX COEANHEHN:
ip — IP agpec 4yepes koTopbin 6yayT paboTaTh 6a30Bble CTAHLUY;

JaHHbIA NnapameTp HEO6XOAMMO N3MEHUTb Ha KOPPEKTHbIN IP agpec,
yepe3 KOToOpbin 6yayT paboTaTtb 6a3oBble CTaHUuMU. B npoTMBHOM
cnydae CBSi3n C 6a30BbIMU CTaHUMAMU He 6byneT

udpPort — nopT ona 6asosbix cTaHumm (BC);
tcpPort — nopT 4na BHelWHMX NpunoxeHu (B Tom umncne ang AdminTool);
webSocketPath — copepxmmoe nons «nyTb» B agpece WebSocket. Ecnu 3apath B
LaHHOM mone /ws, To npu noakmodyeHnn n3 AdminTool HyxHO 6yaeT yKkasbiBaTb
ws://address:port/ws;
useSSL — dnar paspelwenuns ncnonbloBaHua SSL wmdposaHmnsa ons WebSocket;
certFileName — vms danna, B KOTopom conepxmntcst SSL cepTrudumkaT (C paclumpeHmnem);
keyFileName — nms darna, B KOoTopom conepxmnTtcst SSL kntod (C paclumpeHmem).

Ins  HanaxuvBaHua KOppekTHoOW paboTbl  SSL  wudpoBaHMs Heo6XOAMMO
BbINOJIHNTb CNeAytoLne AENCTBUS:

e nonyuntb SSL cepTudmkaTt (M KKoY), NOANMCAHHBIM JOBEPEHHBIM LLEHTPOM
cepTudMKaumm (3TO MOXeT 6biTb U BECNNATHbLIM AOBEPEHHbIN LEHTP, Hanpumep
sslforfree nnn letsencrypt);

e yctaHoBuTb OpenSSL Bepcum 1.0.2 (cepBep ¢ Bepcmen OpenSSL 1.1.0 He
paboTaeT);

e CKOMMPOBaTb dannbl cepTudrKaTa 1 KatoYa (ans linux 4OCTaTOYHO CO3aaTb
CCbIJIKW) B AVPEKTOPUIO C CEPBEPOM,;

e pa3pewunTb NCMonb3oBaTb SSL WwWndpoBaHMe, NponucaTb COOTBETCTBYOLLME
MMeHa ¢arnoB (C cepTUPUKATOM U KIKOHOM) B KOHOUTYpaLMOHHOM dalne;

e 3aNyCTUTb CEPBEP, MPOCNEANTb 338 BOSMOXHbIMU OLLUMOKaAMM.

Bepcua OpenSSL ana Windows poctynHa Ha cawTe iotvega.ru Mo ccCblike
http://iotvega.com/content/ru/soft/server/Win320penSSL-1_0_2n.zip.

Cekuwus [lora]l coaep>xmnT aaHHble ans naeHTudbmkaumm B LoRa-cetu:
networklD — onpepenset noeHtnomnkatop LoRaWAN cetun. lNepen 3anyckom cepsepa
HEeO6XOAMMO YCTaHOBUTb CyYalHOE 3Ha4YeHMe B AnanasoHe oT 1 4o 127 BKNKOUYNTENBHO;

Echn B HenocpeactBeHHoM 6am3ocTtn 6yayT paboTaTb HECKOJIbKO
ceten LoRaWAN, kotopble mcnonbsytoT ogmHakosble NetworklD -
KaXpasi U3 ceTenm NPOAOMKUT paboTy B HOPMAJbHOM pexume, HO
nepuoguyeckm 6yayTt MNoOSBASATbCS OWWMOBKM O HEKOPPEKTHOCTMU
NwkSKey Toro nnm nHoro yctpomucTBa:

~Ng

“INVALID_DEVICE_NETWORK_SESSION_KEY"
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networkArbitrarylD — onpenensget noeHtTndukaTop noacetu. lepen 3anyckom cepsepa
Heo6XO0AMMO YCTaHOBUTb CydYanHoe (M onpeaeneHHoe) 3HavyeHne B npeaenax ot 1 ao
131071 BKAOYNTENBHO.

usePnPGateway - dnar pa3pelleHns aBTomMaTuyeckoro pobtasneHms bC Ha cepsep.
Ecnun aTa onums paspelleHa, cepeep Ntobyto HemsBecTHYO paHee BC byaeT n06aBnsTh B
CMMCOK 3aperncTpupoBaHHbix BC ¢ napameTpamMmm MO YMOAYaHMIO.

Cekumsa [root] onpenenseT MAEHTUPUKALMOHHbIE AaHHblE Cyrneprnosib3oBaTens,
roe root — noruH, a password — naposb.

Cekuwmsd [console] 3apaeT HaCTPOMKM O6beMa BbIBOAMMOMN NMHOOPMALLIMM B KOHCOJb
n coxpaHenus ee B LOG damn (napameTpbl OaHHOM CEKLUMM OBHOBASIOTCA KaXKAyHo
MWUHYTY, NO3TOMY AN M3MEHEHWNS YPOBHS BbIBOAMMbIX COOBLLEHNI Nepe3anyCcK cepBepa
HEe HYXXeH):
maxMsglLevel — MaKkCMManbHbIM YPOBEHb COOBLLEHNIM (BKNOYMTENBHO), KOTOPbLIE OyAyT
OTOb6parkaTbCs B KOHCONM cepBepa. PacwmdpoBKa ypOBHEN COO6LLEHUN NpuBEAEHa
HUXe;
maxLogMsglLevel — MakCMMarnbHbIM YPOBEHb COOBLLEHNI, KOTOPbIE BYAYT COXPaHATHCS
B LOG dann.
maxLogFilesCnt — uncno otaensHbix damnos ¢ LOG mHpopmaumen. Cepeep cospaeT
dannbl ¢ LOG nHbpopMaumen ¢ orpaHnyeHmem no pasmepy ogHoro damna 25Mb. laHHas
HaACTpOWKa 3aaeT YNCNO Takmx pamnos. O — HeorpaHnyeHHoe Yncno, 1 nnm 2 — 2 danna,
3 -3 dannanT.n.

YPOBHM COOBLLEHMNN KOHCONM:

e 0 =COObLLEHNS C KPUTUYECKMMM OLLMBKAMMU;

e 1=wncxopswume (uplink) coobuieHmns;

e 2 =Bocxoasuwme (downlink) coobuieHus;

e 3 =COO0b6LeHNs C NpefynpexaeHNsIMU;

e 4 = MHGOPMaUMOHHbIE COObLLEHMS (3a4acTyto HECYT MHOOPMALMIO OTIAA0YHOrO
XapaKTepa);

e 20 = coobLeHUsa C OTNALOYHON NHbOPMaLMeEN.

Cekums [database] conepXmnT obLime HACTPOMKM CEPBUCHBIX GYHKUMKA NO paboTe
c BJl. B npouecce pa6oTbl cepsepa ¢ bll, nponcxoant cosaaHve v yaaneHme 3anmcen B
Tabnmuax BI. lMpu sToM yBennumeaetca odusndeckmn pasmep damnos bll. Cepsep
BbINOJIHAET QYHKLUMIO ONTUMM3ALUN COdePXMMOro bl — 37O ynaneHue HeakTyasbHbIX
JAaHHbIX ANS YCTPOWCTB (BPEMSI XPaHEHWSI «CbIPbIX» AAHHbIX AN KaXXAOro M3 YCTPOWCTB
3aflaeTCs OTAENbHO) M nepepacrnpeneneHmne BbICBOBOXAEHHOrO MeCTa Nocie yaaneHus
HeaKTyaslbHbIX AaHHbIX. YAaneHue HeaKTyanbHbIX OAHHbIX BbIMOMHAETCS KaXAble CYTKU
(Bpemsi BbIMOJHEHWS AO OAHOM MWHYTbI) U ONTMMM3aumMa Tabnuy B BbimonHseTca C
3a0aHHbIM MepnoaoM. [AnTenbHOCTb BbIMOMHEHUS ONTUMM3auum Tabnuu B moxeTt
COCTaBNsATb 4O HECKONbKUX MWHYT (3aBMCUT OT MowHocTu 1K ¢ cepsepom BJ). B
TeYyeHUN JaHHOTO BPEMEHW BHELIHME nHTepdencChbl cepBepa byayT HeaKTUBHbI. [1To3TOMY
BPEMS Hayana BbIMOMHEHUS OMTUMM3ALUKM cnefyeT BblI6GMPaATb B MEPUOAbl MeEHbLUEN
3arpy3skm cepsepa.
taskOptimizationTime - Bpems Havana BbINOAHEHWS onTummsaumm B (dopmat
Y4Y:MM:CC);
defragPeriod — nepuoa mexay BbINOAHEHUSIMK ONTUMM3aummn B (B AHSAX).
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Cekuus [external_db] coaep>XMT HaCTpPOWMKM NO paboTe C BHELHEN 63301 AaHHbIX
(BM1) — nocne nameHeHUs HaCTPOEK HEOOXOAMMO Nepe3anyCTUTb CEPBEp:
useExternalDb — o¢nar, paspewatowmm paboTy C BHewHen BI. MoxeT npuHMMaTb
3HaveHuns 1 nnm O;
typeExternalDb — napameTp, 3afatowmm Tvn BHewHen bl B BUAe CTPOKK. B HacTosAWwWmMM
MOMEHT noaaepkmeatoTcs Asa Tmna b/:
e MYSQL;
e SQLITE - co3pgaHmne n pabota ¢ pamnom bl ¢ HaMMeHOBaHMEM, OT/IMYAOLLMMCS
OT HaMMEHOBaHMS MO YMONYaHMIO («server.db»).
namekExternalDb - HaumeHoBaHMe 6a3bl gaHHbix. Hns  SQLITE cooTBeTcByeT
HanmeHoBaHWIO darna, onga MYSQL — HaMMeHOBaHME CXeMbI;
ipExternalDb — IP anpec cepsepa BHewHen CYB/ (He ncnonsdyetca ans SQLITE) B Buae
CTPOKM (NopnepxxmBaeTcs 3HavyeHne «localhost»);
portExternalDb — nopT cepBepa BHewHen CYB/ (He ncnonssyetcs ans SQLITE);
userExternalDb — vms nonb3oBaTena ansg aBTopusaumm Ha cepsepe BHewHen CYB/ (He
ncnonbdyetca ana SQLITE);
passwordExternalDb — maponb ons aBTopusaumm nonb3oBaTeNs Ha CepBEpPE BHELIHEN
CYB/[ (He ncnonbsyetca ana SQLITE).

Monb3oBaTtens AOMKEH oO6safaTb MaKCMMaJIbHbIMKA MNpaBaMM  Ha
BHeceHue nsmeHeHum B coctas b/]

[Mpn nepexope c nokanbHou b/l Ha BHewWHIOO, MpU NEPBOM 3arnycke
cepBepa faHHble U3 nokanbHou b/l 6yayT nepemelleHbl BO BHELIHIOW

bA

~Ng

Cekuwus [selftest] conepxunT dnar paspeleHmns OTNPaBKM aHOHMMHbIX COOBLLEHWI
C BO3MOXHbIMWN OOHaPY>XEHHBIMW HENCMPABHOCTAMM.

CepBep B mpoLuecce cBoOen paboTbl HakanaMBaeT MHOOPMALMIO O BO3MOXHbIX
CO09X N MOXET pa3 B CYTKM OTMAPaBAATb AAHHbIE OTYEeTbl Pa3paboTYMKaM KOMMAHWUK
Bera-A6contoT. OTa nHboOpMauns 6yneT KpamHe MONe3HOM MNPU MOMCKE W peLleHnmn
BO3MOXHbIX C6OeB B paboTe cepBepa. OTnpasnsemas MHPOPMALUS HE COLEPXKUT
HUKaKMX KOHOUAEHLUNANbHBIX AaHHbIX.

Cekumsa [email] comepxmnT oblme HACTPOMKM MO paboTe C 3SNEKTPOHHbIMMU
nnceMamu.  Tekyllas Bepcusi cepBepa obnagaeT GyHKUMOHANOM MO OTMpPaBKe
3NEKTPOHHbBIX MNCEM (CM. COOTBETCTBYOLME KOMaHAb! API).

emailTimeout — MUHUMaNbHBIN MEPNOL Mex Ay NOoC/efoBaTe/IbHbIMU OTNPaBKaMun
SNEKTPOHHbIX MUCEM B CeKyHAax. 3anpoC Ha OTNPaBKy 3NEKTPOHHOro MNMCbMa,
NPUXOAALLMIA Yallle YKa3aHHOro nepuoaa, 6yaeT NpoOUrHOPUPOBaH.

Komanab! ang cepsepa npueeneHsl B darne APl IOT Vega Server Rev22.pdf.
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MABCOJ'IIOT

IOT Vega AdminTool

MO 10T Vega AdminTool dBnsietca  yaobHbim  Web-npunoxeHmem  ans
aOMUHUCTPUPOBAHUSA CepBepa M MNO3BONSET A06aBNSATb B CeTb HOBble OKOHEYHble
ycTpomncTtea LoRaWAN, npocmaTpmBaTb KapTy CETU, KOHTPOIMPOBATb 63a30Bble CTaHLLUY,
a TakXKe ynpaBnaTb NpaBamMu NONb30OBaTENEN.

Pasbepem npumep NOAKIIOYEHUS HOBOW MU peaakTMpOBaHUS NapamMeTpoB
cywecTsyiowen bC Ha cepsepe (Puc. 1).

Gateway settings

Main settings Location
Gateway 1D TX channel Latitude
0 v 0
Transmit power Longitude
14 0
RX only Companion Gateway Altitude

0

Comment

Close

Puc. 1. OkHo nogkntoveHus bC Ha cepaep.

Ob93aTeNbHble HACTPOMKM:
Gateway ID — npgentndunkatop bC (16 wecTHagUaTEPUUHBbIX CUMBONa — 8 banT);
TX channel — kaHan BC, ncnonb3yembin ang nepefayn CoOoOLEHNN Ha OKOHEYHbIE
ycTpomncTea (downlink). [laHHbIN NapamMeTp yKa3blBaeTCs B HacTpomkax 1O
“packet_forwarder” Ha BC (06bl4HO B panne “global_conf.json’). Mo ymonyaHuto
ncnonbdyetcsa O kaHan;
Transmit power — mowWHOCTb BelaHma bC. MakcnMmanbHas MOLWHOCTb BELLaHWS OObIYHO
obycnoBneHa cxemoTtexHukomn BC n orpaHmyeHa B 10 “packet_forwarder”; npwu
npeBbIleHnn AaHHOro NnapameTpa bC 6yaeT BO3BpaLLaTb OWKMOKY C COOTBETCTBYIOLMM
KOOOM.

34eCb HEOOXOAMMO OrOBOPUTL KPUTEPUK, MO KOTOPBLIM BbIGMpPaeTCs
Heo6X0ANMMOE 3HaYEeHME MOLLHOCTY BELLaHKS.

O6patnmcs k danny «global_conf.json» 13 HacTpoek MO «packet_forwarder» Ha
BC.

B cnncke gonyctnMbix HA6OPOB NapaMeTpoB BellaHus «tx_lut_..» coaepxunTtcs
Habop MOLLHOCTEN, Ha KOTopbix BC MOoXeT ocylecTBnaTb Nnepenady. s ctaHoapTHOro
CMMCKa 3TO AMana3oH oT -6 Ao 27 Abm ¢ pa3HbiM Wwarom (Bcero 16 3HavyeHun).
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Tak ke nMeeTcsa NnapamMeTp «antenna_gainy», KOTOPbIN onpenenseT ycuieHme
aHTEHHbI (B obM).

B utore, pasHuua BennumH « Transmit power» n «antenna_gain» AO/MHKHa
COOTBETCTBOBaTb OAHOMY M3 3HAYEHWUIM M3 CAMCKa «tx_lut_..». Hanpumep,
«antenna_gain» = 3 obM 1 nnaHupyeTca nepefaBaTb AaHHble Ha MowHOCTM 10 obm
(«Transmit power»). PasHnua mexay «Transmit power» 1 «antenna_gain» coctasngeT
70BM, HO TakOro 3HavYeHust HET B Cnncke «tx_lut_..» (n ecnm ncnonb3oBaTb TaKOM HAaboOpP
napameTpoB, TO NPW MOMbITKE OTNPaBKK AaHHbIX, BC 6yaeT npucbinaTe COObLLEHNE C
OLIMBKOWM O HEKOPPEKTHOM MOLLHOCTM). Bankaniime paspeLleHHble 3HaYeHUs 13
«tx_lut_..» 210 6 1 10 ABbM, COOTBETCTBEHHO, AN TAKOW KOHPUIYypaLMmM pa3peLleHHble
3HaveHus «Transmit power» 6yayT 9 unn 13 nbm.

RX only — ¢nar, ykasbiBatowmin, 41o BC paboTaeT ToNbKO Ha npuem. [Npn yCcTaHOBKe
faHHoro dnara, nepefaya AaHHbIX HA OKOHEeYHble YCTPOWCTBA Yepe3 COOTBETCTBYHIOLLYIO
bC 3anpeLlteHa. JaHHas onums BBeAeHa AN OpraHu3aumm «noHO-ayrnekcHon bC»: a1o
BapWaHT KOr4a B HEMOCpeACTBEHHOW 61M30CTU yCcTaHoBNeHO ABe bC 1 oaHa 13 HUX
paboTaeT TONIbKO Ha NPUEM, a BTOpas paboTaeT B O6bIYHOM pexnme. [1pn 3Tom
LOCTUraeTCs HENPEPbIBHOCTb MPOCNYLLMBAHNSA Paanoabumpa;

Companion Gateway — naeHtndmkatop bC KOMnaHbOHa, paboTatoLen B HOPManbHOM
pPeXMME NMpPU OpraHmsaumm «MNOJHO-AynnekcHom bCx»;

Comment — none ang kommeHTapus (Hanpumep, HanmeHoBaHus BC);

O6nacTb Location — coaepxuT nona ong BBOAa KOOPAMHAT pa3mMelleHus bC:
WMpPOTa, AONroTa, BbicoTa. Ecnu B BC nmeeTcsa BcTpoeHHbI GPS npreMHuK, BBeAeHHbIe
KOOpAMHaTbl 6yayT OOHOBAEHbI aKTYa/lbHbIMU 3HAYEHUSMUM aBTOMATUYECKN.

Pa3bepem npumep perncTpaumm HOBOro yCTPONCTBA AN M3MEHEH S
napameTpoB cyulecTaytoulero (Puc. 2 n Puc. 3).

Ha Puc. 2 npeactasneH CHUMOK GOpMbl 419 pErmCcTpaumm yCTponucTsea C
yKa3zaHMeM OCHOBHbIX MapaMeTpOB.
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Device settings

Activation by personalisation (ABP) Over-the-air activation (OTAA)

i-device address (devAddr) Application identifier (AppEUIN

Aplication session key (AppSKey) Application key (AppKey)

Main settings Location

End-device name Latitude

Longitude
0
i-device class Altitude

¥ (]

Expert settings Close

Puc. 2. OCHOBHble MapaMeTpbl ANls PErMcTpaLmm yCTPONCTBa Ha cepBepe.

O6nacTb Activation by personalization (ABP) coaepxut napameTpbl
HeobXxoAMMble ANs PerncTpaumm yCTponcTBa Ha cepBepe vyepes ABP:
devAddr — agpec yctpounctsa B LORaWAN ceTun. 210 32-X pa3paaHOEe YNCTIO B
WecTHaauaTepuniHoM Buae, Hanpumep 012345AB;
AppSKey — CECCUMOHHbBIN KoY MPUIOXKEHUS — 3TO CTPOKA M3 32-X LWeCTHaALaTEPUYHbIX
CMMBOJIOB;
NwkSKey — ceTeBOM CECCUOHHbIN KJIIOY — 3TO CTPOKa M3 32-X WeCTHaALATEPUYHDIX
CMMBOJIOB.

O6nacTtb Over-the-air activation (OTAA) coaepxunT napameTpbl HEOH6XOAMMbIE
015 perncTpaumm yCTponcTBa Ha cepepe yepe3s OTAA:
AppEUI = EUl naeHTUdUKaTOP NMPUNOXKEHUS YCTPOWCTBA — CTPOKa 13 16-TK
lWecTHaauaTEPUYHbIX CUMBOJOB;
AppKey — ko4 NpUIoXeHNs YCTPOMUCTBA — 3TO CTPOKa M3 32-X WeCTHaALaTePUYHbIX
CMMBOJIOB.

[lng pernctpaunm yCTponcTBa AOCTAaTOYHO YKa3aTb XOTS 6bl OAMH 13 TUMOB
aKTMBaLWMKM nnn oba cpasy.

O6nacTb Main settings conep>xut cnepytowme napameTpbl:
End-device name — nosb3oBaTENLCKOE HAMMEHOBaHME YCTPONCTBA;
DevEui — EUl naeHTUdUKaTOP YCTPONCTBA (YHMKANbHbBIM HOMEP YCTPOMCTBA) - CTPOKa W13
16-T1 WecTHaALaTEPUYHbBIX CUMBOJIOB;
End-device class — knacc yCcTponcTBa. 2TOT NapamMmeTp MOXET NPUHUMATb [1Ba
3HaveHuns: CLASS_A nn6o CLASS_C. Moanepxka yctponcts CLASS_B HaxoauTcsa B
pa3paboTKe.

PeBunsunsa 14 ot 01.03.2021 15



@ Beaa |IOT Vega Server/PyKkoBoaCTBO

O6nacTb Location conepxunt nons ansg ykasaHus KOOPAMHAT pa3MelleHuUs
YCTPOWCTBA: WWMPOTa, ONrOTa, BbiCOTA.

Class C device settings Regional settings
Class C dewvice reaction time, {rns) Frequency plan
1000 EL86E f
Use Downlink queue for Class C Ne Frequency Enabled
1 FIXED o
Adaptive data rate FIXED v
! o
¥ Enable server ADR
867100000 v
Preferred data rate
- 867300000 v
DR5 v
Preferred transmit power 867500000 v
14 dBm ¥ / 867700000 L
867900000 o
Device RX settings RX2 Frequency. Hz
869525000
RX window
;) L}
RX1 delay
1s v
RX2 data rate

DRO v
Join accept delay 1

Ec A

Puc. 3. KcnepTHble NapaMeTpbl A8 PErMcTpaLmMm yCTPOMCTBa Ha cepBepe.

HaxaB Ha ranouyky Expert settings, MOXHO MOAY4YMTb LOCTYN K SKCNEPTHBIM
HacTpOMKaM yCcTpomncTea (cm Puc. 3).

O6nacTtb Class C device settings noctynHa Tonbko yctponctsam CLASS_C.
JocTynHbl cnepytoue napaMmeTpsbl:
Class C reaction time — Bpems peakunm yctponctea CLASS_C. 270 Bpemsa mexay
OKOHYaHMEM NpMemMa COObLLEHNS CepBepa YCTPONCTBOM M Ha4alOM OTMNPAaBKM
BO3MOXHOIO OTBETa OT YCTPOWCTBA (T.€. MO CYyTWN BPEMS HA MOAFOTOBKY BO3MOXHOIO
oTBeTa). [lapameTp BBeAEH AN YNYyULLIEHNS KAa4eCTBa paboTbl C COOOLEHNIMN OT
cepBepa K yCTpoMncTBaM knacca C;
Use downlink queue for Class C — ¢nar paspelatowmm noMeLLaTb NakeTbl 4Ns
OTNpaBKM B odepenb oTnpaBku. 3a4acTtyto yctpomnctea CLASS_C pa6oTatoT B “online”
PeXMME 1 eCI1 NaKeT He JOCTaB/eH 4O YCTPONCTBA B HACTOSALWMIA MOMEHT, TO ero
[OCTaBKa y)Ke He TpebyeTCs — B TAKOM Clyyae ovepeb MakeToB He HyxHa. [Jaxe
HaOOOPOT, OYepeb CbirPaeT HEraTUBHYIO POJb, KaK HAKOMUTENb Y)KE YCTapeBLUEN
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MHbOPMaLMN, KOTopasa byaeT nepelaHa B 0653aTeIbHOM NOPsSAKE, 3aHUMas 3PUpHoe
Bpems. [10 yMOn4YaHMIO onums BbiK/IOYEHA.

O6nactb Adaptive data rate conep>xut HacTporku anropmtma ADR,
npeaHa3HavYeHHOoro Aas aBTOMATUYECKOro M3MEeHEHUS CKOPOCTU BeLLaHMS YCTPOUCTB B
33aBMCMMOCTM OT KayeCTBa CBA3M (B YCNOBMAX XOPOLLEro NpruemMa CKOPOCTb byaeT
YBENNYMBATHCS, TEM CaMbIM CHUXas BPEMS Nepenayn NnakeToB U yBENNYMBasS CPOK
CNy>6bl yCTPOWCTBA OT baTapeu):

Enable server ADR - dnar, paspelwwatowmin paboty anroputma ADR Ha cepBepe ans
KOHKPETHOro yCTPOMCTBa (eCnu ranoyka CHATa, CepBEpP He OyAeT peryanpoBaTb
CKOPOCTb Nepenaym yCTpomncTBa, daxke ecnm aaroputm ADR Ha caMOM yCTpouncTee
aKTUBMPOBAH);

Preferred data rate — 3HaueHune DR (CKOpOCTH), K KOTOPOMY ByAeT CTPEMUTHCS
anropnt™ ADR cepsepa;

Preferred transmit power — MOLWHOCTb NepenaTymka yCTPONCTBA, KOTOPYIO CeEpBEP
3a[acCT eMy NPV OYEPEHOM CeaHCe CBSA3W.

Mapametp Preferred transmit power cTtout mMameHaTb (ymeHbwaTb
OTHOCUTENIbHO 3Ha4YeHMsi MO YMOJIYaHMIO) B TOM CJ/ly4yae ecnu
Ka4yecTBO CBfI3W A1 YCTPOMCTBA Ha MaKCUMaJIbHOW CKOPOCTHU
YAOB/IETBOPUTE/IbHO

O6nacTtb Device RX settings conep>xuT HaCTPOMKM NPUEMHbBIX OKOH YCTPOMCTBA:
RX window — HoMep npreMHOro okHa (1 nnm 2), yepes KOTopoe CepBep MO YMOAYAHMIO
oyneT nepenasaTb AaHHble. ECan yCTaHOBUTBL 1-0€ OKHO, TO B C/lydae eCniv CcepBep He
MOXXET OTNPaBUTb AaHHble B 1-0e NnpuemMHoe OKHO (Hanpumep, HeT ceoboaHom bC), To
O6YAET BbIMOJHEHA MOMbITKA OTMNPaBUTb AaHHbIE BO 2-0€ NPUEMHOE OKHO;
RX1 delay — 3anep)xka OTKpbITUS YCTPOWCTBOM NEPBOrO NPUEMHOrO OKHa (Mo
yMon4aHuio 1 cekyHaa). 2-0e NprueMHoOe OKHO OTKPbIBAeTCS BCeraa (ecnm B nepBoe
npUeMHOE OKHO JaHHble He 6blIM NPUHATLI) Yepes 1 cekyHay nocne 1-ro;
RX2 data rate — ckopocTb nepenaym gaHHbIX Aast 2-ro NPUEMHOIO OKHa;
Join accept delay 1 — 3agep>xKa OTKPbITUS YCTPONCTBOM MEPBOro NPUEMHOro OKHa AN
NONyYeHUs PErmcTpaLmMoHHON MHGOPMaLMK NPU aKTUBaLMK B ceTu cnocobom OTAA
(no ymonyaHuto 5 cekyHn).

Ecnu 6asoBas cTaHums paboTaeT 4Yepe3s MO6GWUIIbHbIA UHTEPHET, TO
BE/INMMHA 3aZlep)XeK AOCTaBKU MAaKeTOB A0 TaKOM CTaHUUM MOXET
AOCTUraTb CYLIECTBEHHbIX BenunuumH. [loatomy pana wmsberaHus
npo6nem c paboTon ycTponcTB (oTnpaBka noaTsepxaeHunin u MAC-
KOMaHpA) Heo6XoAMMO BpeMsi OTKPbITUS MEepBOro NpPUMEMHOro OKHa
CABUHYTb 60nee 4yem Ha 1c. O6bIMHO AOCTAaTOYHO 3C MHTepBana. B
HEKOTOpbIX cny4vasx noTtpebyeTcs cABUI Ha 60nblUMKA UHTepBan —
Heo6XoAUMO CNneaunTb 3a CTabUIbHOCTbIO PaboOTbl CETU.

O6nacTtb Regional settings conep>xuT HaCTPOMKM YaCTOTHOIO NaaHa And
COOTBETCTBYIOLLErO YCTPONCTBA. 34eCh NpesiaraeTcs BbioOp 13 ABYX CYLLECTBYOLLMX
Ha6opoB (0dULMaNbHBIN EBPONENCKMA YaCTOTHBIM MAaH U OAMH N3 BAPUAHTOB
POCCUNCKOrO YaCTOTHOTO M/1aHa), @ TakXXe MMEETCS BO3MOXHOCTb HACTPOUTb
YHUKaJIbHbIN HAbOpP YaCTOT.

Ka)kapbin 13 HA6OPOB YaCTOT COCTOMUT U3:
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e Tpex KaHaloB C PUKCUPOBAHHBIMU YaCTOTaMU (LaHHbIE KaHabl XXECTKO
3aJlaHbl B YCTPOMNCTBE 6€3 BO3IMOXHOCTU UX N3MEHEHUS Yepes MPOTOKON
LoRaWAN);

e MATY KAHANOB A5 MPUEMA 1 Nepefadn CoobLleHnn. Ecnm kaHan He
NCNOJb3yeTCs, HEOOXOAMMO 33[laThb HYJIEBYIO YaCTOTY M OTKIIOYNTb
COOTBETCTBYIOLLYIO rafioyKy B HacTporkax Enabled;

e OJHOrO KaHana, onpenensioLero 4acToTy Nnpuema AaHHbIX 415 BTOPOro
NPUEMHOrO OKHa.

Macka akTnBHbIX KaHanos (cnncok ¢naros Enabled) pacnonoxeHa cnesa ot nonewn
BBO/JA YaCTOTbl M COAEPXKUT Garn OTKIOYEHUS/BKIIOYEHNSE COOTBETCTBYIOLLMX KaHANOB
(WacToT) Ans Nnepefayvm AaHHbIX Ha yCTponcTee. [laHHbIM NapaMeTp nepeaaeTcs
ycTpomncTay npw kaxaon JOIN npouenype v B Kaxxaom coobuieHnm anropmntma ADR
(ecnn ADR pa3speLueH).
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[TpunoxxeHne A. OnmncaHme CTpPyYKTypbl 6a3bl
OAHHbIX

MO |IOT Vega Server B nmpouecce cBoen paboTbl MOCTOSAHHO MCMONb3yeT 6a3y
JaHHbIX (BCTpoeHHyto — SQLite mnm BHewHow). Ons obecneyeHUs Havana paboThl
TpebyloTCd MWUHUMaNbHblE HAaCTPOMKM MO AOCTYMy K BHeEWHeW 6ase AaHHbIX, a ANd
BCTPOEHHOM 6a3bl AaHHbIX HACTPOMKM He TpebytoTcsa BoobLe. CTPyKTypa 6a3bl AaHHbIX B
06oUX Crydasx Cco3faeTcs aBToMaTnyeckn. CnefyeT UCKIIOYUTD BAUSHUE NONb30OBaTENS
HenocpeaCcTBEHHO Ha CTPYKTYPY 6a3bl AaHHbIX, YTOObI HE HapPYLWKTbL PpaboTy cepBepa.

Tem He MeHee, CyLLECTBYET BapMaHT paboTbl C 6a30M AaHHbIX B PEXMME TObKO
yTeHus. Hanpumep, npu CUYMTbIBAHUM HAKOMJIEHHbIX AAHHbLIX OT YCTPOWCTBA. [akKow
noaxon npu3BaH CHATb Harpysky C cepBepa Ha BblYUTbIBaHME [aHHbLIX OT YCTPOWCTB
yepe3 APl 1 B uenom yckopuTb paboTy CUCTEMbI C 3aNPOCaMM NONb30OBaTENS.

Ba3a AaHHbIX COCTOUT 13 CneayoWwmx TabanLL:

o «bs» - nepeyeHb NOAKMOHYEHHbIX 6A30BbIX CTAHLNM;

o «devices» - nepeyveHb NOAK/OYEHHbIX YCTPOMCTB;

e «rawdata» - faHHble NPUHATbIE OT YCTPOWCTB U NepefaHHble Ha YCTPOWCTBA;

e «queuetransmit» - oyepenb OTNPaBKM MAKETOB Ha YCTPOUCTBO;

e «Ccoveragemap» - CNMCOK 6a30BblX CTaHLWM, Yepe3 KOTOPbIE 6bIN NPUHATDI
[laHHble OT COOTBETCTBYIOLLErO YCTPOWCTBA. 10 AaHHOW TabauLe MOXHO MOCTPOUTb
KapTy MOKPbLITUS CETU;

e «deviceattributes» - cnMCOK CBOMCTB COOTBETCTBYIOLLEIrO YCTPONCTBA;

®  «USers» - CMMUCOK NOJib30OBaTENEN;

e «userdevices» - CMUCOK YCTPOMCTB, AOCTYMHbIX COOTBETCTBYIOLLEMY
NoJb30BaTEN!O.

Onuncanne Tabnuy «queuetransmit», «deviceattributes», «users» wu
«userdevices» He 6yayT NnpuBeaeHbl, NOCKOJbKY B 3TUX Tabauuax nméo
XpaHutca  6ydepHas  uHPopmauusa, mb60  uMHPopmauus B
cneundpumnyeckom dopmare. lNpepnonaraercs, 4To gaHHaa HPopmauums
He NnoTpebyeT NPAMOro AOCTyna Ans YTeHUs u Bcerpa AOCTyMnHa yepes
6bICTPO BbINMOJIHAEMbIE KOMaHAbl AP

(L
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Ta6nuua 1 - CTpykTypa nonen tabnmubl «bs» 6a3bl AaHHbIX

[Mone Tvn OaHHbIX OnwucaHune
id INTEGER YHUKaNbHbIV MAEHTUOUKATOP CTPOKMU
mac TEXT ID 6a3oBow cTaHLMK
comment TEXT KommeHTapui
latency INTEGER TekyLlas 3aaepxka no cetn bC-cepaep
downport INTEGER MopT ong nepenayn gaHHbix Ha bC
hostaddress TEXT IP agpec bC ona nepenayn gaHHbIX
longitude REAL / KoopauHata bC — gonrota
DOUBLE
latitude REAL / KoopaunHata bC — wupoTa
DOUBLE
altitude INTEGER KoopamHata BC — BbiIcOTa Ha MECTHOCTH
active INTEGER ®nar aktmueHocTu bC (Ha cBs3n)
rxonly INTEGER ®nar paboTbl BC ToNbKO Ha Npuem
complimentarybsmac TEXT ID BC-KOMMaHbOHa, Yepe3 KOTOPYHO pa3peLlaeTcs
nepeaaBaTb AaHHble, ecnu Tekyulas bC pa6oTaeT ToNbKO
Ha Npuem
downlinkchannel INTEGER KaHan ans nepenayv AaHHbIX
maxpower INTEGER MowHocTb nepepayn vyepes bC
lastonline INTEGER Bpemsa nocnegHen aktueHocTm bC
lasttoken INTEGER TokeH nocnefHero NpUHATOro coobuieHmns ot bC

Tabnuua 2 - CTpykTypa nonen tabaunupl «rawdata» 6a3bl JaHHbIX

[Mone Tun OaHHbIX OnwucaHune

data BLOB HaHHble B HEX maccuBe

macbs TEXT ID 6a30BbIx CTaHLMI, Yepe3 KOTOpbIE Obl1 MepenaH Naker,
0b6beMHEHBI Yepes «+»

deveui TEXT ID ycTpomncTea

rssi INTEGER RSSI

snr REAL/DOUBLE SNR

freq INTEGER YactoTtas Ly

sf INTEGER SF

time INTEGER Bpems B dopmaTe McC, npoweawmx ¢ Hadana UNIX anoxm

fentup INTEGER HOMEp nakeTa

port INTEGER NCMNOb3yeMbIN MOPT

ack INTEGER Hanudme dnara ACK B nakeTe

macdata BLOB MAC KOMaHAbl

type INTEGER Twun nakeTa (CmM onucaHne KoMaHabl «get_data» B API)

direction INTEGER Hanpasnenue nepegayum: «UPLINK» nam «DOWNLINK»

status TEXT CraTyc (cM onucaHune koMaHabl «get_data» B API)

activationside INTEGER ®nar, NCNOb3yeMbIi TUM aKTUBALIMW TEKYLLLErO MakeTa

id BIGINT YHUKaNbHbIV MAEHTUOUKATOP CTPOKMU

20
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Tabnuua 3 - CTpyKkTypa nonemn Tabauupl «coveragemap» 6a3bl AaHHbIX

[Mone Tvn OaHHbIX OnwucaHune

id INTEGER YHUKaNbHbIN MAEHTUOUKATOP CTPOKMU

deveui TEXT ID ycTponcTea

macbs TEXT ID 6a3o0BOW CTaHLMK

snr REAL / DOUBLE SNR

rssi INTEGER RSSI

time INTEGER Bpems B dopmaTe McC, npoweawmx ¢ Hadana UNIX anoxm

Tabnuua 4 - CTpykTypa nonen Tabnmubl «devices» 6a3bl AaHHbIX

MNone Twvn faHHbIX OnuncaHne

deveui TEXT ID ycTponcTea

devname TEXT HanmeHoOBaHMe yCTPOMNCTBa

appeui TEXT AppEUl ycTponcTsa

appkey BLOB AppKEY

devaddrabp INTEGER DevAddr ang ABP Tuna permctpaumm

nwkskeyabp BLOB NwkSKEY ong ABP Tuna perncrpaumm

appskeyabp BLOB AppSKEY onsa ABP Tuna pernctpauyum

devaddrotaa INTEGER DevAddr, cdopMmnpoBaHHbIn cepepom npu OTAA Tune
perncTpaumm

nwkskeyotaa BLOB NwkSKEY, cdopmmpoBaHHbIn cepsepom npu OTAA Tune
perncTpaumm

appskeyotaa BLOB AppSKEY, cdopmmnpoBaHHbIn cepaepom npn OTAA Tune
perncTpaumm

devnonce INTEGER MocnegHnm DevNonce B JOIN 3anpoce

lastjoints INTEGER Bpemsa nocnegHero JOIN B popMaTe MC, MpoLlealnx C Havana
UNIX anoxwu

class INTEGER Knacc yctponcTsa: 1 = «A», 3 =«C»

rxwinnum INTEGER Homep ncnonb3yeMoro NpMeMHOro OKHa Ha yCTpomncTee

timingprof INTEGER He ncrnonb3yeTcsa, MOXET OTCYTCTBOBaTb

lastrssi INTEGER MocnenHun RSSI B makeTe OT yCTPOMCTBa

lastsnr INTEGER MocnegHwn SNR B NnakeTe OT yCTPONCTBaA

lastpower INTEGER MoLHOCTb Nepefayn yCTpomncTea

lastsf INTEGER MocnenHun SF B NnakeTe OT yCTPONCTBA

lastch INTEGER He ncnonb3syeTtcs

preferdr INTEGER MakcumanbHbii DR npu paboTte ADR

preferpower INTEGER He ncnonbsyetcs

fcntup INTEGER Homep nocnegHero npuHATOro NakeTa

fcntdown INTEGER Homep nocnegHero nepeaaHHoOro nakeTta

PeBunsunsa 14 ot 01.03.2021
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dutycycle INTEGER He ncnonbsyetcs

chanmask INTEGER 16-6uTHas Macka KaHanoB

battery INTEGER He ncnonbsyetcs

adr INTEGER ®nar paspelleHns ncrnonbzosaTb ADR (ycTpoincTeo)
macbs TEXT He ncnonbsyetcs

lastdatats INTEGER Bpemsa nocnenHen akTUBHOCTM YCTPOMCTBA B MC
longitude REAL / DOUBLE KoopaunHaTa ycTponcTBa — 4OATOTa

latitude REAL / DOUBLE KoopauHaTa yCTpOWCTBa — LWIMPOTa

altitude INTEGER KoopaunHaTa yCTpOMCTBa — BbICOTa Ha MECTHOCTM
fregplan INTEGER He ncrnonb3yeTcsa, MOXET OTCYTCTBOBaTb
reactiontime INTEGER Bpemsa peakumn yctpomncTea

lastactivatside INTEGER Twn akTUBaLMK, UCNOb3YEMBbIN B MOCNEAHEM MPUHATOM NakeTe
rxldelay INTEGER 3afeprKKka OTKPbLITUS NEPBOrO NPUEMHOIrO OKHa, C
rx2delay INTEGER 3aleprKKka OTKPbLITUS BTOPOrO MPUEMHOIO OKHa, C
joinldelay INTEGER 3apepykka oTKpbITMA NnepBoro npmemHoro npm JOIN, ¢
join2delay INTEGER 3apepykka OoTKpbITMA BTOporo npuemHoro npu JOIN, ¢
rx2dr INTEGER DR BTOpPOro nprMemMHOro OkHa Ha yCTPOUCTBE

rx2freq INTEGER YacToTa BTOPOro NnpMeMHoOro okHa, Ny

freq4 INTEGER YacTtoTa kaHana Ne4, Ty,

freq5 INTEGER YacTtoTa kaHana Ne5, Iy

freq6 INTEGER YacTtoTa kaHana Ne6, 'y,

freq7 INTEGER YacToTa kaHana N7, 'y,

freq8 INTEGER YacTtoTa kaHana Ne8, Iy,

usedownqueue INTEGER ®nar NCNoNb30BaHUs OYepen MaKETOB Ha OTMNPABKY
adrthrescounter INTEGER bydepHbIn napameTp

serveradrenable INTEGER ®nar paspelennsa ncnonbzosaTb ADR (cepsep)

id BIGINT YHUKaNbHbIN MAEHTUOUKATOP CTPOKM

hash BLOB YHUKaNbHag X3W-CcyMMa a5 AaHHOro yCTPOMCTBaA
datastorageperiod INTEGER [Mepnol XxpaHeHUs AaHHbIX 419 AAHHOIO YCTPOWCTBa
lastfreq INTEGER YacToTa nocneaHero NpUHATOro COObLLEHNS

22

PeBusunsa 14 ot 01.03.2021



@ Beaa IOT Vega Server/PykoBoLACTBO

[TpynoxeHne b. CTpyKTypa 1 COCTaB
OCHOBHbIX COOBLEHNN B KOHCONU

MO IOT Vega Server B npoLiecce paboTbl BbIBOAUT B KOHCOJ/Ib HEKOTOPYIO
onepaTtmeHyto MHGopMaumto. O6beM BbIBOAMMON MHPOPMaLMKM 3aBUCUT OT
COOTBETCTBYIOLLMX HACTPOEK CepBepa (CM. onncaHme KoHGUrypaumoHHoro damna).

B KOHCOM MOTYT NOSABASTLCSH COOOLLEHMS C OTNAAOYHOM MHbOPMaLMEN, COCTaB
KOTOPbIX MOXeT MeHATbCSA. HO OCHOBHbIE TUMbl COOBLLEHNN HEU3MEHHDI. HIxXe
npvBeaeHbl ONUCaHUS X CTPYKTYpPbl M COCTaBa.

1. CoobuweHne o HenoaaepXXMBaemMor Bepcum NpoTOKONa, MCNOJIb3yeMOro B
MO PacketForwarder Ha BC.

CoobLieHVe BblAENEHO KPAaCHbIM LIBETOM M HauMHaeTcs co CTPokM « WARNING!
Skip gateway msg, invalid protocol version:». [lanee nget nHdopmauums o IP agpece bC
N NCMONb3yeMOM BEPCUM MPOTOKONA;

2. CoobueHune 06 owmnbke, BO3HMKLIEN NpW Nepepaye naketa Ha yCTPONCTBO
yepes bC.
CoobLieHVe BblAENEHO CUPEHEBBIM LLBETOM U MMeeT dopmaT: «<< %1 | TX_ACK
%2 | %3», roe
%1 — |D 6a30BOM CTaHUMK;
%2 — BpeMs npmema OLnOKHK;
%03 — KOZ OLWMOBKN B BUAE CTPOKM.
BO3MOXHbIe KOOI OLLMOOK:
e «TOO_LARGE_GW_PING_ERR» - ciMKoM 60nbliown nuHr oo bC;
e «COLLISION_ERR» - ykaszaHHOE B NakeTe BpemMd OTMNPAaBKN YXKe 3aHATO
APYTUM COOBLLEHUNEM;
e «POWER_ERR» - B nocnefHeM nakete O OTMNPaBKM YKa3aHoO
HEKOPPEKTHOE 3HaYEHME MOLLHOCTU Nnepenayu,
e «FREQ_ERR» - B nocfiefHeM nakeTe 415 OTNPaBKM YKa3aHO HEKOPPEKTHOE
3HayYeHne 4YaCcToThl Nepenayu;
e «NO_VACANT_GW» - HeT cBOH6OAHOM BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXXHO OTMNPaBUTb NaKeT YKa3aHHOM OJINHbI.

3. CoobuweHue o npuHsaTom JOIN 3anpoce.
LIBeT coobLleHns XENTbIN, OpMaT COOBLLEHNS: «
», TAe

— |D 6a30BoO CTaHUWMK;

— ID (DevEUI) ycTponcTsa;

— [aTa ¥ BpeMsi Npruema coobLeHMs, C TOYHOCTbIO 0 MC;

—yacTtoTa B Mly, ¢ TouyHocTbio A0 100 Kl

— 3HaveHwue SF;

— 3Ha4veHue RSSI;

— 3Ha4veHue SNR;

— pe3ysibTaT 06paboOTKM COObLLEHMS. MOXET NPUHMMATb OAHO M3 CeayoLmMX
3HAYEHUWN:

o « » - 3aNpocC 06paboTaH KOPPEKTHO, ByAeT OTMNPaBIEH OTBET;
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o « » - HEM3BECTHOE YCTPOMCTBO,
roe — 3TO ncnosnb3lyembin B nakete DevNonce B HEX;

* « » - MPMeM NOBTOPHOIO 3aMpocCa;

e « » - 3Ha4YeHne AppEUl 13 3anpoca He coBnagaeT C Tem,

4TO YKa3aHO Mpu perncTpaumm yCTpomncTaa.

4. CoobuweHune 06 otnpaBneHHoM oTeeTe Ha JOIN 3anpoc.

Fony6omn ueT TekcTa. PopmaT coobueHus: «>> GW-%1: JOIN_REQ | %2 | %3
| SF%5 | VALIDATED», rae

%1 — ID 6a30BOM CTaHUMW;

%2 — |ID (DevEUI) ycTponcTsa;

%3 — faTa 1 BpeMs npuema COObLLEHNS, C TOYHOCTbIO 4O MC;

%04 — yacTtoTa B Ml'y, ¢ TouHocTblo A0 100 Ky,

%5 — 3Ha4yeHume SF.

5. CoobueHre o NPUHATOM NakeTe OT yCTPONCTBA.
3eneHbil uBeT TekcTa. PopmaTt cooblieHns: «>> GW-%1: %2 | %3 | %4 | %5

| SF%6 | RSSI:%7 | %8 | CNT:%9 | PORT:%10 | %11», roe

%1 — ID 6a30BOM CTaHUMW;
%2 — TN nakeTa. Micnonb3yetcs « CONF_UP» nnn «UNCOF_UP». Ecnn B nakeTe
npucyTcTBytoT MAC aaHHble, K TNy A06aBASETCS CUMBObI «+M»;
%3 — ID (DevEUI) ycTponcTsa;
%4 — naTa 1 Bpems npmemMa coobLleHNs, C TOYHOCTbIO A0 MC;
%5 — yacTtoTa B Ml'y, ¢ TouHocTbo A0 100 Ky,
%06 — 3HayeHue SF;
%7 — 3Ha4eHune RSSI;
%08 — 3HayeHune SNR;
%09 — HOMep NakeTa;
%010 — HOMep NopTa;
%11 — gononHuTensHas MHGopMaumsa. MoxeT coaep)kaTb CleaytoLyto
MHOPMaLMIO:
e €C/V MNakeT NOBTOPHbLIN OT YCTPOWCTBA, AHHOE MNOJIE€ COAEPKMUT KOL
«REPETITION PACKET>» 1 LIBET TEKCTa COOBLLEHNS CTAHOBUTCSH CUHUM;
® MHa4ye CoaepPXKUT MHGOPMaLMIO O pasMepe MPUHATOro COObLLLEHUS B BUAE
«[%1]», roe %1 — pa3mep cooblieHns B 6anTax. ECnm 4ONONHNUTENBHO
copepxatcst MAC pgaHHble, TO LO6aBNSIeTCs U X pa3Mep B Buae « | M
[%1]», roe %1 — pa3mep MAC gaHHbIX B 6aMTax.

6. CoobueHne 06 oTnNpaBleHHOM NakeTe Ans yCTPONCTBA.
ProneTtosbin LBeT TekcTa. PopmMaT coobuleHus: «>> GW-%1: %2 | %3 | %4 |

%5 | SF%6 | CNT:%7 | PORT:%8 | %9», rae

24

%1 — |ID 6a30BOWV CTaHLWK;

%2 — T1n nakeTta. Mcnonb3zyetcsd «CONF_DOWN» nnn «UNCOF_DOWN»>». Echu B
nakete npucyTcTBytoT MAC faHHble, K TUNY 4O6ABASETCA CUMBOSbI «+M»;

%3 — ID (DevEUI) ycTponcTaa;

%4 — naTa 1 Bpems Npuxoaa NoATBEPXAeHUS 06 OTrNpaBKe CoobLeHMs (He
nyTaTb C peasibHbIM BPEMEHEM OTMNPABKM);

%5 — yacTtoTa B Ml'u, ¢ TouHocTbio A0 100 Ky

%06 — 3HayeHue SF;

%07 — HOMep MNakeTa;

PeBusunsa 14 ot 01.03.2021



@ Beaa IOT Vega Server/PykoBoLACTBO

A B C O 11 1OT

%8 — HoMep NopTa;

%9 — coaepXnT MHPOPMaLMIO O pasMepe NepefaBaeMoro CoobLeHNs B BUAE
«[%1]», rae %1 — pa3mep coobuieHnst B 6anTax. ECnv 4ONONHNTENBHO
conepxatcst MAC pgaHHble, TO fo6aBngeTCs 1 ux pasmep B Buae « | M [%1]», roe
%1 — pa3mep MAC gaHHbIX B 6anTax.

7. CoobLieHre 0 BO3HUKLLMNX OWM6BKax Npu OTrpaBKe AaHHbIX.
KpacHbil uBeT TekcTa. PopmaTt coobuieHus: «>> GW-%1: %2 | %3 | %4 | %5
|», roe
%1 — ID 6a30BOM CTaHUMW;
%2 — TN nakeTta. lcnonbsyetcss «xUNCONF», «<CONFRM» 1in «UNCKNOWND>».
Ecnu B nakeTe npucyTtcTBytoT MAC aaHHbIe, K TUMNY 406aBASETCS CUMBOJbI «+M»;
%3 — ID (DevEUI) ycTponcTsa;
%4 — naTa 1 BpeMs NOMbITKU HeyCrneLwHOM OTMNPaBKK;
%5 — KO OWMNOBKN B BUAE CTPOKMW.
BO3MOXHble KOOI OLLIMOOK:
e «TOO_LARGE_GW_PING_ERR» - cnvwkom 6onblion nuHr go bC;
e «COLLISION_ERR» - ykaszaHHOE B NakeTe BpemMd OTMNPAaBKN YXKe 3aHATO
APYTUM COObLLEHUNEM;
e «POWER_ERR» - B nocnefHeM nakete O OTMNPaBKM YKa3aHoO
HEKOPPEKTHOE 3HaYEHME MOLLHOCTU nepesayu,
e «FREQ_ERR» - B nocfiefHeM nakeTe 415 OTNPAaBKM YKa3aHO HEKOPPEKTHOE
3HayYeHue 4YaCcToThl Nepenayu;
e «NO_VACANT_GW» - HeT cBOHBOAHOM BC;
e «PAYLOAD_SIZE_ERR» - HEBO3MOXHO OTMPaBUTb NaKeT YKa3aHHOW OJINHbI.
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IOT Vega Server/PykoBoacTso

NHbdopmaumsi 0 AOKYMeHTe

3aronoBokK

Tun nOKyMeHTa

Homep nokymeHTa

Homep 1 nata nocnenHewn pesmsnm

IOT Vega Server
PykoBOACTBO
BO2-server-01
14 o1 01.03.2021

JToT OOKYMEHT NMPUMEHUM K CNeayounm npoayKTaMm:

Twvn npopykTa

MporpaMmHoe obecneyeHme

VicTopus pesn3snm

PeBu3unsg
01
02
03

04
05
06

07
08

09

HaTa

05.06.2017
06.06.2017
16.06.2017

10.07.2017

14.08.2017

31.08.2017

27.09.2017
20.12.2017

15.01.2018

22.01.2018

12.02.2018

28.09.2018

31.10.2019
01.03.2021

Ha3BaHune npoaykTa
IOT Vega Server
IOT Vega Admin Tool

Nms KommeHTapum

KEB JlaTa co3paHus LOKyMeHTa

MAN Menkne npasku

KEB Menkne npasku

MAU [lo6aeneH pa3gen «YCTaHOBKa», UCMPaBNEH pa3aen
«HacTtpowka»

KEB Menkne npaBku

MAU Ho6asneH pa3gen «IOT Vega AdminTool»,
CKOPPEKTUPOBaH pasgen «HacTpomnka»

MAN Menkue npasku B pasgene «|OT Vega AdminTool»

MAN VI3ameHeHUWs B pasgene «HacTpomkmn»

MAM VI3meHeHuMs B pasgene «YCTaHOBKa» M «HacTpoOnKmn» B
CBA3M C fobaBneHvem sepcum ang Linux ARM
Jlo6aBneHa ccblfika Ha openssl U pekomeHzaumm no

BUIO  ponycTtumbiM cumBosiaM B settings.conf B pasaene
«HacTpounkm»

MAW Ho6asneHbl NpunoxeHns Au b

MAU I3MeHeHus B ONMCaHnK Ha CeEPBEP, COCTaBe
KOHPUrypaumoHHoro danna n coctase Tabauy, b/l

KEB Jlo6aBneHbl MyHKTbl KacaTeNbHO BO3MOXHoCTen MO

KEB Pa3nen «Bo3MOXXHOCTU» M3MeHeH
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