IOT VEGA SERVER

Bepcua 1.2.1

PyKO BOOCTBO MOJib30OBaTeE/ 4

www.vega-absolute.ru



@ Beaa IOT Vega Server/PykoBoLACTBO

OrnasneHue

ONUCAHNE [OT VE A SEIVET ..ottt 3
BOBMOMKHOCTM ..ottt 4
DY HKLM ..ottt a et s ettt s st n et st an e enan e 5
VCTAHOBKA ...ttt 6
HACTPOMKM .ttt bbbttt b e bbb s s sttt ss bbbttt es e e e s e 9
[OT VEGa AQMINTOOL ..ottt ettt b ettt s s et s s sessas 15
MpunoxeHne A. OnNncaHme CTPYKTYPbI BA3bI JAHHDIX ........c.ccoviuevererereeeeseeeecveteseses s esessssese s 21
MpunoxeHne b. CTpykTypa 1 COCTaB OCHOBHbIX COOBLLEHNN B KOHCOMM......vvieeeiiiieeeeenn. 25
MpunoxeHne B. COOBLUEHMS OO OLUMOKAX ......cucvrureeeeeeeeeeeeieteieteteseseeesesesesesesesesesesesesesssesesenenesessaesesesees 28

2 PeBususa 15 ot 04.12.2021



IE\\ Beaa IOT Vega Server/PykoBoLACTBO

iq A B C O 11 1OT

Onuncanune |OT Vega Server

CeteBon cepsep IOT Vega Server 3TO MHCTPYMEHT ANs OpraHuM3aumm ceTen cTaHdapTa
LoRaWAN nto6oro maclutaba.

MpenHa3HayeH 4ns ynpasieHUs OMOPHOM CETblo 6a30BbIX CTaHUMN, paboTatoWmMx Nog
ynpaeneHnem 1O Packet forwarder ot komnaHum Semtech, mprema AaHHbIX C OKOHEYHbIX
YCTPOWCTB M Nepefayn MX BHEWHUM MPUIOXEHUIM, a TakKe nepefays OaHHbIX OT BHELLUHWUX
npunoxenun Ha LoRaWAN ycTponcTsa.

CepBep paboTaeT no cneundmkaumm LoRaWAN 1.02 n noanepxmBaeT ntobble OKOHEYHbIE
YCTPOWCTBa, paboTatoLme COrnacHoO 4aHHOM BEPCUM cneumndpurkaumm.

Bce nmpuHATbIE OT OKOHEYHbIX YCTPOWCTB JaHHblE COXPaHSATCS BO BCTpoeHHom B I1OT
Vega Server 6a3e JaHHbIX M BCeraa AOCTYMHbI AN BHELHUX NPUIOXKEHNI.

OTkpbITbI API, OCHOBaHHbINM Ha TexHonormn Web Socket nossonsieT nogkntodats K [OT
Vega Server BHeELWHME MPUNOXEHNS M MCNONb30BaTb BO3MOXHOCTM LORaWAN ceTen B Bawmx
npoeKTax.

IOT Vega Server BbiNyCKaeTCs B BUAE KOHCOJIbBHOTO MPUAOXEHUS ONs OnepauOHHbIX
cuctem Windows, Linux n Linux-ARM (c6opka ans 3anycka Ha nnathopme 6a30BbIX CTaHLNM).

[ns ynpaBneHus cepeepom mncnonbdyetca npunoxeHue |IOT Vega AdminTool ¢ npocTbim
OPYXeCTBEHHbIM UMHTepdencomMm. AdminTool OTKpbiBaeT nepen aaMUHUCTPATOPOM CepBeEpa
LUMPOKME BO3IMOXHOCTUK MO ynpasaeHnto ceTbto LORaWAN. C AdminTool Bel MOxeTe f06aBASTb
B CE€Tb HOBble OKOHeuYHble ycTponcTBa LORaWAN, npocmaTprBaTh KapTy CeTU, KOHTPOJMPOBATH
6a30Bble CTaHUMKW, a Takxe ynpasndTb npasamum nonb3osatenen. IOT Vega AdminTool
npepocTasnseTcs B Buae Web-npunoxeHus.

[ns paboTbl C yCTPONCTBaMU Ucnonb3lyetcsa kaneHTckoe npunoxeHune |OT Vega Pulse ¢
WMPOKMM CMEKTPOM BO3MOXHOCTEM W3BAEYEHUS [OaHHbIX, O6pabOTKM W MNpencTaBneHns B

pa3nMyHbIX popmMaTax (Tabnuua, rpaduk, OTYET, AnarpaMmma).
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BO3MOYXHOCTW

MO nmeeT orpaHNYeHNs MO NPOMNYCKHOM CNOCOBHOCTM MHDOPMaLINKL

® MakcKMasbHasg 4acToTa COOOLEHMW, MOyYaeMblX OT OKOHEYHbIX YCTPOWCTB B 30HE
0EeNCTBNS IoKaNbHOW ceTu (30Ha oxBaTa ofHow BC) He MOxeT npeBbilwaTh 3Ha4eHus: 10 nakeToB

B MUHYTY C GyHKLUMeN noaTeepxaeHUs 1 20 NakeToB B MUHYTY 6€3 MOATBEPKAEHMS.
© [Mpu yCTaHOBKe PacrnmcaHns CEaHCOB CBA3M OKOHEYHbIX YCTPOMCTB C CEPBEPOM OAMH pa3

B CYTKWN, MaKCUMaJlbHOE KOJIMYECTBO TaKMX yCTpOVICTB B 30HEe OeNCTBUS JIOKAJIbHOM CEeTU He

MOXXET MPEBbLIWATb TPU ThiICAYN €ONHNLI.
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DyHKLUMN

® [lopaepxxka Nobbix OKOHEYHbIX ycTponcTs LoRaWAN 1.0.1

@ [lopoepxka OKOHeuHbIX ycTpouncTs knacca A un C

® BcTpoeHHas 6a3a AaHHbIX

@ [loanep»Ka paboThbl C BHELLIHEN 6a30M AaHHbIX

©® YpobHoe NpunoXeHue adMMHUCTpaTopa

® [loCTpoOeHMe KapTbl CETU

@ YnpaBfieHWE NOSb30BaTENSIMU CETU

@ [wnbkag HacTpoOWKa NOAKIOUYEHHBIX K CEPBEPY YCTPONCTB

@ [lopoep»ka NPOU3BObHbIX YACTOTHbIX MJIaHOB

® OHNaMH NMPOCMOTP MAKETOB C KaAOro YCTPOMCTBA (HUCXOAsWME U BOCXOAsLLME
nakeTbl)

@ [padukm CBA3M N5 KaXKLOro yCTPONCTBA B CeTU
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YCcTaHOBKa

n

MNepen o6HOBNEHMEM (yCTAaHOBKOM HOBOW BEpPCUM) CeEpBEpa, PEKOMeHAayeTcs
BbIMONIHNTbL pPEe3epPBHOE COXpaHeHue 6a3bl AaHHbiXx (BJ) M darna HacTpoek Mo chenylowmm
MPUYNHAM:

@ HOBas Bepcus cepsepa MoambwuumpyeT cTpykTypy b, noatomy, B cnydvae
Heo6xoAMMOCTM BO3BpaTa K NMpenblayLen Bepcum, cepBep He CMOXeT paboTaTb C M3MEHEHHOWN
BA;

® Qann C HaCTPOMKAMM MOXET 6bITb 3aMeHeH alioM 13 yCTaHOBOYHOrO NakeTa. Bepcus
ons Linux nepen yCTaHOBKOW COXPaHSAET MMEIOLYIOCS BEPCUIO KOHOUTYpPaLMOHHOro damnna u
YUYNTBIBAET 3TU 3HAYEHUS NPU CO3OAHUN PE3YNbTUPYIOWEro KOHOUrypaunoHHoro dawna. lNpu
pasbope MMeloLerocs KOHPUrypaumoHHoOro damna MorytT BO3HUKHYTb OLIMOKK M HACTPOMKM
oyayT yTepsiHbl. O6HOBNEeHMEe dalna HaCcTPOeK HeOoBXOAMMO, MOCKOJbKY B HOBOW BepCuM

cepepa aobaBneHbl HOBble HACTPOMKMN.

Bepcus pns Windows He TpebyeT yCTaHOBKU. HeobXxoAMMO pacrnakoBaTb apXxvB WU
3anyCTUTb UCNOJIHAEMbIN daln.

[ns KoppekTHOM paboThl cepBepa HEOOXOAMMO O653aTENbHO YCTaHOBUTL O6e BEpCUU
6M6INOTEK, KOTOpble HaxoasTcs B anpekTopun IOT Vega Server/msve c++ 2013. Mocne a3Ttoro

MOXHO Ha4yMHaTb paboTaTb C CEPBEPOM.

Bepcus ans Linux noctaenseTcsa B Buae yctaHoBoYHOro DEB nakeTa ang 64-x pa3psaHbix
CUCTEM.
[MpoLuecc yCTaHOBKM MPUIOXKEHUS Ha Linux:
® ckadvaTb ¢ann Ha l1K;
® YyCTaHOBWTb, BbINOMAHWMB KomaHay: sudo dpkg -i /nyTtb/k/¢danny/iot-vega-server-
1.2.0.deb;
@ Ang KOHPUryprmpoBaHMS HEOOBXOAMMO M3MEHUTb COAEpPXUMoe danna C HaCTPOMKamu
/opt/iot-vega-server/settings.conf;
® [na 3anycka cepBepa B paboTy HeOo6XOoAMMO BbIMOAHUTL CKpunT sudo ./iot-vega-
server.sh B anpekTopun /opt/iot-vega-server (M60 HanncaTb HOBbLIM CKPUMT C YKA3aHWEM MyTU

K 6ubnmoTekam (AMpeKTopms YCTaHOBKN).
Ons KoppekTHOM paboThl MnarMHa BHewHen 6a3bl gaHHbIXx MySQL Ha onepauMoHHOW

cucteme Linux Heobxoammo Hanunume é6mbnmotek libssl (Bepcum mnagwe 1.1.0) B cucteme, a

MMEHHO onpegeneHHbIX CMMBOJIbHbIX CCbIJTIOK. C nakeTOM MOCTaBASIOTCS CCbINKK, HO 3a4acCTylo
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MO BepcUM 6UMBANOTEK pPasHATCH, W60 MecTa YCTAaHOBOK. M3-3a 4yero okasbiBaeTcs
HEBO3MOXHbIM 3aMyck cepBepa. s pelueHns npobaembl BOCCTaHOBNEHWS CCbIZIOK HEOH6XOAMMO
BbINMOMIHUTb CliefytoLLee;

® nepenTw B Nanky ¢ nnarmHamu ans b/l cd /opt/iot-vega-server/sqldrivers v BbINOAHUTb

cnepytouyto komaHay: LD_LIBRARY_PATH=/opt/iot-vega-server/ ldd libgsqlmysql.so.

[MpUMeEpPHBIN pe3yNbTaT BbIMOJHEHUS:

linux-vdso.so.1 => (0x00007ffd035fe000)

libQt5Sql.so0.5 => /opt/iot-vega-server/libQt5Sql.so.5 (0x00007f9a76730000)
libQt5Core.so.5 => /opt/iot-vega-server/libQt5Core.so.5 (0x00007f9a76010000)
libmysglclient.so.18 => /opt/iot-vega-server/libmysqlclient.so.18 (0x00007f9a75a40000)
libpthread.so.0 => /lib/x86_64-linux-gnu/libpthread.so.0 (0x00007f9a75822000)
libz.so.1 => /lib/x86_64-linux-gnu/libz.so.1 (0x00007f9a75609000)

libssl.s0.10 => /opt/iot-vega-server/libssl.s0.10 (0x00007f9a753aa000)
libcrypto.so.10 => /opt/iot-vega-server/libcrypto.so.10 (0x00007f9a74fce000)
libdl.so.2 => /lib/x86_64-linux-gnu/libdl.so.2 (0x00007f9a74dca000)
libstdc++.50.6 => /usr/lib/x86_64-linux-gnu/libstdc++.5s0.6 (0x00007f9a74ac6000)
libm.so.6 => /lib/x86_64-linux-gnu/libm.so.6 (0x00007f9a747c0000)

libgce_s.so.1 => /lib/x86_64-linux-gnu/libgcc_s.so.1 (0x00007f9a745aa000)
libc.so.6 => /lib/x86_64-linux-gnu/libc.so.6 (0x00007f9a741e1000)
libicuil8n.so0.56 => /opt/iot-vega-server/libicuil8n.so.56 (0x00007f9a73d48000)
libicuuc.so.56 => /opt/iot-vega-server/libicuuc.s0.56 (0x00007f9a73990000)
libicudata.so.56 => /opt/iot-vega-server/libicudata.so.56 (0x00007f9a71fad000)
librt.so.1 => /lib/x86_64-linux-gnu/librt.so.1 (0x00007f9a71da5000)
libgthread-2.0.50.0 => /usr/lib/x86_64-linux-gnu/libgthread-2.0.s0.0 (0x00007f9a71ba3000)
libglib-2.0.50.0 => /lib/x86_64-linux-gnu/libglib-2.0.s0.0 (0x00007f9a7189b000)
/1ib64/1d-linux-x86-64.50.2 (0x00007f9a76b8a000)

libpcre.so.3 => /lib/x86_64-linux-gnu/libpcre.so.3 (0x00007f9a7165d000)

[JaHHas KoMaHAa oTobpa)kaeT 3aBUCKMMOCTW ANna nnarnHa 6asbl AaHHbix MySQL. Ecam
OBHapPYXeHbl MYCTble CTPOKN — HEOHBXOAMMO BbIMNOJHUTL MOUCK COOTBETCTBYIOLWMX 6BUONMOTEK
Ha K c cepBepoM K NMponmcaTb K HAM NyTb. s 3TOro HEO6XOAMMO BbIMOAHUTL Cheaytowme
warm:

® HeobxOAMMO CaMOCTOSTENbHO BbIMOAHUTL Nouck (koMmaHaa find / -name “libcrypto*”) n
CO34aTb CMMBOJIbHbIE CCbITKM (KOMaHAa ln —s “nyTb_K_6ubnmnoteke” libcrypto.so.10) B nanke c
cepsepoM (/opt/iot-vega-server) ons dannos libcrypto m libssl;

® nocie 4yero Heo6xoaMMO CHOBA BbIMoNHUTL KomaHay LD_LIBRARY_PATH=/opt/iot-
vega-server/ ldd libgsqlmysql.so B nanke ¢ nnarmHamm 1 y6eamTbCa YTO BCE 3aBUCUMOCTM

YOOBNETBOPEHSI.
Bepcus ansa Linux-ARM nocTaBnseTcs B BUAe apxvBa 1 He TpebyeT YyCTaHOBKM.

ApxwuB iot-vega-server (armhf) v1.1.5.tar.gz Heo6x0AMMO CKOMMPOBaTbL B TPEGYyEMYIO

nanky u pasapxmBmpoBaTb koMaHaowm tar —xvf iot-vega-server (armhf) v1.1.5.tar.gz.
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danee HeO6XOAMMO U3MeHUTb Gann KOHOUrypaLmm Noa Balum TpeboBaHus. B paboTy

cepBep 3aryckaeTcs Yyepes ckpunT iot-vega-server.sh.

Pa6oTa Cc BHELWHMMM 6a3aMM JaHHbIX He noanepXmBaeTcC4.

PekomeHpyetcsa pa3BopaumBaTb cepBep Linux-ARM Ha mMoHTUpyemon kapTe
namaTu. NMocKonbKy cepBep B Npouecce CBoen paboTbl co3paeT ¢ann 6asbl
AaHHbIX U pannbl LOG'oB. 9Tu darnbl MOryT MMeTb 3HaUYUTESbHbIA O6bEM U
MOTYT YMEHbLUAaTb CPOK CNY>X6bl BCTPOEHHOM MamMsATH.
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HacTponku

CepBep paboTaeT B aBTOHOMHOM pexmme, TpebyeTcs Wb MepBOHaYaNbHOE
KOHOUIypUpOBaHMe rMepen 3anyCcKkoOM cepBepa. YToO6bl  OCYLWEeCTBUTbH MEePBOHAYANbHYIO
HaCTPOWKy CepBepa HEOOXOAMMO 3anTK B Nanky ¢ dannammn cepeepa U OTKpbITh settings.conf ¢

MOMOLLIO MOHBOro TEKCTOBOrO pedakTopa (Hanpumep, «bnokHOT»).

Mpwn pepakTupoBaHmn damnna settings.conf Henb3sa ncnonb3oBaTb CUMBON «!»
- BOCKNMLATENbHbIN 3HAK

Copepxunmoe dpaina BbIrnaauT Caenyowmm o6pasom:

# Host connection settings
[host]

# IP-address for UDP connection (gateway connection)
ip=127.0.0.1

# Port for UDP connection (gateway connection)
udpPort=8001

# Port for TCP (WebSocket) connection
tcpPort=8002

# "path" part of webSocket address
webSocketPath=/

# Flag of using SSL encryption for WebSocket
useSSL=0

# SSL certificate filename (certificate must be in server’s directory)
certFileName=cert.crt

# SSL key filename (key must be in server’s directory)
keyFileName=key.key

# LoRaWAN network settings
[lora]
# LoRaWAN network identifier (should be random between 1 and 127)
networkID=1
# LoRaWAN sub network identifier (should be random for subnetwork) [between
1 and 131071
networkArbitraryID=124365
# Flag for using Plug-and-Play gateways function.
# If this value is 1, server would automatically append all gateways which
connected to one
usePnPGateway=1

# Super user options
[root]
# Login for super user
root=root
# Password for super user (recommendation: change this password to your own)
password=123

# Console settings (volume of debug information)

[console]
# Maximum level of console messages that will be shown (levels of messages
represented below)

maxMsgLlLevel=20
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# Maximum level of console messages that will be saved into LOG file (levels of
messages represented below)

# Console message levels:
# errors =0

# uplink =1

# downlink =2

# warning =3

# info =4

# debug =20

maxLogMsgLevel=0
# Maximum count of log files. Now size of each log file internally constructed to

25MB.

#0 = unlimit count

# 1and 2 = 2 files: current and previous
#3 = 3 files: current and 2 previous
# ...

# > 1000 = unlimit count

maxLogFilesCnt=3

# Common database settings
[database]
# The database would be optimized in this local time each day ( format
[hh:mm:ss] )
# This operation cause blocking of database for some small time ( about 10
seconds and below - depending on database size )
taskOptimizationTime=21:00:00
# Period of database defragmentation in days. This operation need to scale down
of database size.
# This operation cause blocking of database for some time ( about several
minutes - depending on database size ).
# So use real period value!

#0 = defragmentation is not processed
#1 = each 1 day ( not recommend )

# .

# > 365 = defragmentation is not processed

defragPeriod=30

# External DataBase settings
[external_db]

# Flag of using external DB
useExternalDb=0

# Type of external DB. Supported only next types:

# MYSQL

# SQLITE
typeExternalDb=MYSQL

# Name of external DB (schema's name for MYSQL)
nameExternalDb=server

# IP and port of DB's server ("localhost" is supported)
ipExternalDb=127.0.0.1
portExternalDb=5505

# User login and password (user should have maximum level of privileges)
userExternalDb=admin
passwordExternalDb=admin

# self-test settings
[selftest]

# Flag for enabling anonymous reports with possible server errors
enableReports=1

# Common email settings
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[email]
# Timeout in seconds between two serial email sending
emailTimeout=3

Cekums [host] coaep>nMT HACTPOMKM MOPTOB M CETEBbLIX COEAMHEHWIA:

ip — IP agpec yepes koTopbIn 6yayT paboTaTh 6a30BblE CTAHLMN;

JaHHbIN napameTp HEO6XOAUMO M3MEHUTb Ha KOppPeKTHbIM IP agpec, vyepes
KOTOpbIN 6yayT paboTaTb 6a3oBble CTaHUMU. B NpoTMBHOM cnyyae cBfi3n C
63a30BbIMU CTAHUMAMU He byaeT

udpPort — nopT ans 6asosbix cTaHumin (BC);
tcpPort — nopT ans BHeWHMX NnpunoxxeHuin (B8 Tom yncne ang AdminTool);
webSocketPath — conepxumoe nons «nyTb» B agpece WebSocket. Ecnv 3aaaTh B AaHHOM none
/ws, To npu nogkntoveHnn n3 AdminTool Hy>XHO 6yaeT ykasbiBaTb ws://address:port/ws;
useSSL — dnar paspelenmns ncnonb3oaHus SSL wneposaHma ang WebSocket;
certFileName — nmsa dpaina, B KoTopom coaepxmntcs SSL cepTudumkaT (C paclumpeHmem);
keyFileName — nms danna, B KoTopom conepxmtcs SSL kntoy (C paclumpeHmnem).
Ons HanaxuvBaHWs KOpPPeKTHOM paboTbl SSL wndppoBaHMs HEOOXOAMMO BbIMOJHUTb

cnepyouwme 4encTBums:

® nonyunTb SSL cepTndumKaT (1 KtoY), MOANMCAHHbIN LOBEPEHHBIM LEHTPOM CepTudUMKaLmm
(3TO MOXeT 6bITb M BecnnaTHbIN AOBEePEHHDIN LIEHTP, HanpuMep sslforfree nnu letsencrypt);

® yctaHoBuTb OpenSSL Bepcum 1.0.2 (cepep ¢ Bepcmen OpenSSL 1.1.0 He paboTaeT);

@ ckonmpoBaTb Qanibl cepTUudMKaTa M KMtoYa (Ana linux AOCTaTOYHO CO3[aTb CChINKM) B
ONPEKTOPUIO C CEPBEPOM;

@ paspewunTb wncnonb3oBaTb SSL wundpoBaHMe, nponmMcaTb COOTBETCTBYIOLWME MMEHA
dannos (C cepTUGUKATOM U KNHOHOM) B KOHPUIypaLMOHHOM danne;

© 3anyCTUTb CEPBEP, MPOCNEANTb 3a BO3MOXXHbIMU oLlmnbKaMM.

Bepcna OpenSSL agns  Windows goctynHa Ha canTe iotvega.ru no  ccbiike

http://iotvega.com/content/ru/soft/server/Win320penSSL-1_0_2n.zip.

Cekuums [lora] conep>xmnT gaHHble ans naeHTudukaumm B LoRa-cetu:
networklD - onpepenset wuaeHtndumkatop LORaWAN cetn. Tllepen 3anyckomMm cepBsepa

HEO6XOAMMO YCTAHOBUTL C/Ty4aHOE 3Ha4YeHMe B AranasoHe oT 1 0o 127 BKAOYUTENBHO;
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Ecnn B HenocpeacTtBeHHOM 6aM30CTM 6yayT paboTaTb HECKOJNIbKO ceTen
LoRaWAN, koTopble ncnonb3ytot oanmHakosble NetworkID — kaxpasa s ceten

i MPOAO/HKUT pPaboTy B HOPMAJIBHOM pPeXume, HO Nepuopuvyecku 6ynyT
nosiBNATbCA OWKUOGKM O HekoppekTHocTn NwkSKey Toro wnm umHoro
YCTPOMNCTBaA:
“INVALID_DEVICE_NETWORK_SESSION_KEY"
networkArbitrarylD - onpepender wnaeHTndmkatTop noaceTtu. [lepen 3amyckom cepsepa

Heo6bXxoAMMO YCTaHOBUTb CllydalHoe (Man onpeneneHHoe) 3HavyeHne B npeaenax ot 1 no 131071
BKJTIOYUTENBHO.

usePnPGateway — dnar paspelweHns aBToMmatmyeckoro gobasnenns bC Ha cepsep. Ecnm 3Ta
onuns paspelleHa, cepeep O6YO HeusBecTHytO paHee bC 6yper pob6aenaTb B CMAMCOK

3aperncTprpoBaHHbix BC ¢ napameTpammy Mo yMOnYaHUIo.

root] onpeanendeT l/lﬂ,eHTl/lCI)l/IKaLl,l/IOHHbIe [aHHble cyneprnonb3oBaTend, rae root —

JIOTMH, a password — Naposib.

Cekumst [console] 3amaeT HacTpPOMKM O6beMa BbIBOAMMOM MHPOPMALMM B KOHCONb U
coxpaHeHunsi ee B LOG dann (mapameTpbl JaHHOM CEKUMW OBHOBASIOTCS KaXAytd MUHYTY,
NO3TOMY AJ19 U3SMEHEHWSI YPOBHS BbIBOAMMbIX COOBLLEHMN Nepe3anyCK CeEPBEPA HE HYXXEH):
maxMsglLevel — MaKCKMManbHbIM YpPOBEHb COOOLLEHUN (BKIIOYMTENBHO), KOTOpble 6yayT
OTOBPAXaTbCA B KOHCONM cepBepa. PaclumndpoBka ypOBHEN COOBLLEHNI MPUBELEHA HIXKE;
maxLogMsglLevel — MakCHManbHbIM YPOBEHb COOBLLEHWNIN, KOTOPblEe 6yayT coxpaHaTbcs B LOG
dbann.
maxLogFilesCnt — uncno otaensHbix dpamnos ¢ LOG nHdopmaumen. Cepsep cosgaeT dannbl C
LOG nHpopMaumen C orpaHuM4eHrem no pasmepy ogHoro ¢awmna 25MbB. [laHHas HacTpowka

3a4aeT Yncno Takux eamnos. O — HeorpaHnMyYeHHoe Yncno, 1 unm 2 — 2 danna, 3 — 3 damna 1 T.4.

YPOBHW COOBLLEHNI KOHCONN:

®

0 = coobLLEHNS C KPUTUYECKMMIM OLLMBKAMMU;

®

1 = ncxopsuwme (uplink) coobuienuns;

® 2 =pocxoasime (downlink) coobLieHus;

® 3 =CoobLeHNs C NpeaynpexaeHUIMm;
® 4 = nHOOPMAUMOHHbIE COOBLLEHMST (3a4acTyto HecyT MWHPOPMALMIO OTNAA0YHOrO
XapaKkTepa);

@ 20 = coobLieHns C OTNaA0YHOMN MHOPMaLMEN.
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Cekuuns [database] conep>mMT obLIME HACTPOMKM CEPBUCHbBIX GYHKLMIA Mo paboTe ¢ b/1. B
npouecce paboTbl cepepa ¢ BIl, nponcxoanT cospaHve u yaaneHue 3anmcen B Tabnmuax bl
[Mpn 3TOM yBenmymBaeTcss dusmdyeckmn pasmep damnos bI. CepBep BbiNOAHSAET QYHKUMIO
onTUMM3aLMKN copgepxmnmoro bl — aTo yaaneHue HeakTyasbHbIX AaHHbIX 4SS YCTPOMUCTB (Bpems
XPaHEHUS  «CbIPbIX»  AaHHbIX AN  KaXXAOMO U3 YCTPOMUCTB  33aJaeTCs  OTAENbHO) U
nepepacnpefeneHme BbICBOHBOXAEHHONO MecCTa Mnocne YyAaneHus HeakTyanbHbIX [AaHHbIX.
YpaneHne HeakTyallbHbIX JaHHbIX BbIMOJHAETCS KaXKAble CYTKWM (BpemMs BbIMOJHEHUS 0O OAHOWN
MWUHYTbI) U ONTUMM3aums Tabnuy B[ BbIMONHAETCS C 3af4aHHbIM MNepumofoM. JnnTenbHOCTb
BbIMNOJIHEHWS] OMTUMM3ALMM Tabnul, B[l MOXeT COCTaBAATb 4O HECKONbKUX MUHYT (3aBUCUT OT
MouHocTun K ¢ cepeepom B/l). B TeueHne gaHHOro BpeMeHU BHellHME MHTepdeNChl cepBepa
O6yayT HeakTMBHbI. [103TOMY Bpemsl Hayasa BbIMOMHEHWS OMTUMM3aLUMM CneayeT Bbli6MpaTb B
neproabl MeHbLLEN 3arpy3km cepBepa.
taskOptimizationTime — Bpems Havana BbINONHEHWS onTuMmsaumm B (popmaT y4:MMm:CC);

defragPeriod — nepuoa mexay BbINOAHEHMMU onTuMmnsaumm b (B oHsX).

Cekuuns [external_db] conep»mnT HaCTPOMKM Mo paboTe C BHELWHeN 6a3on gaHHbix (BJ) —

nocne N3MeHeHns HaCTPOEK HEOOBXOAMMO Nepe3anyCcTnTb CEpBep:
usekxternalDb — ¢nar, paspewatowmin padoty ¢ BHewHen B, MoxeT npuHMMaTb 3HaveHus 1
nnn O;
typeExternalDb — napameTp, 3apatowmm Tmn BHewHen b1 B Buae cTpoku. B HacToawmm MOMeHT
nopnep>xueatoTca Asa Tmna b:

@ MYSQL;

® SQLITE - co3pmaHune n paboTa c dpamnom bl ¢ HaMMeHOBaHMEM, OTIMYAIOWMMCS OT
HaMMEHOBaHKS MO yMonyaHuio («server.db»).
namekxternalDb — HanMeHoBaHMe 6a3bl AaHHbIX. Onsg SQLITE cooTBeTCTBYEeT HaMMEHOBaHMIO
danna, ana MYSQL — HanMeHOBaHME CXEMbI;
ipExternalDb — IP appec cepepa BHewHen CYB/ (He ncnonssyetcs ans SQLITE) B Buae cTpoku
(nopnepxxmnpaeTcsa 3HadYeHMe «localhosty);
portExternalDb — nopt cepsepa BHewHen CYB/ (He ncnonbsyetcs ans SQLITE);
userExternalDb - wma nonb3oBaTensa nnda aBTopu3alnM Ha cepBepe BHellHen CYB/ (He
ncnonbsyetcs ansg SQLITE);
passwordExternalDb — naponb ang aBTopmsaumm nonb3oBatens Ha cepsepe BHewHen CYB/ (He

ncnonbsyetcs ans SQLITE).

Monb3oBaTenb AO/MHKEH 06/1afaTb MaKCUMalbHbIMM MpPaBaMM Ha BHeECEHUe
n3MeHeHun B cocTtas b/J]
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g
x> Mpun nepexope ¢ nokanbHow Bl Ha BHELWHIOO, NPM NEPBOM 3anyCcKe cepBepa
- JaHHble U3 nokanbHon b/l 6yayT nepemelleHbl BO BHeLHOW B

Cekumns [selftest] coaepmuT dnar paspelleHns OTMPaBKM aHOHMMHBIX COOBLEHUN C
BO3MOXHbIMU OBHAPYXEHHbBIMWN HEMCMPABHOCTSIMM.

CepBep B npoulecce cBoen paboTbl HakanaMeaeT MHGOPMALMIO O BO3MOXKHbIX CHOAX U
MOXET pa3 B CyTKW OTNPaBAATb AaHHblIE OTUYETHI pa3paboTumMkam KoMnaHum Bera-A6contoT. ITa
nHPopMaums byneT KpanHe MONe3HOW MpPW MOUCKE U PeLLleHnM BO3MOXHbIX C60eB B paboTe

cepsepa. OTnpaBnsemMas MHGOPMaLIUA HE COAEPKUT HMKAKNX KOHOUOEHLMANbHBIX AaHHbIX.

Cekumst [email] conepxmT oblme HaCTPOWKM MO paboTe C INEKTPOHHBLIMW MUCbMaMM.
Tekywasa Bepcus cepBepa obnafaeT PyHKLMOHANOM MO OTMPABKE 3MEKTPOHHbLIX MUCEM (CM.
COOTBETCTBYOLME KOMaHAb! API).

emailTimeout — MWHMMaNbHLIM NEepuoL Mexay MNoCnefoBaTEbHbIMKM  OTMNpPaBKaMu
SNEKTPOHHbIX MMUCEM B CeEKyHAax. 3anpoC Ha OTMPaBKYy 3NEKTPOHHOrO MWUCbMa, MPUXOASALLNM

Yalle yKasaHHOro nepuona, 6yaeT NnpoOMrHOPUPOBAH.

Komanabl ons cepsepa npuseneHsl B danne API IOT Vega Server.
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IOT Vega AdminTool

rno IOT Vega AdminTool SBNSETCS YAO6HbIM Web-npunoxeHnem ons

aOMUHUCTPUPOBAHUSA CEpBEpPa M MO3BONSET AO6ABASTb B CE€Tb HOBblE OKOHEYHblE YCTPOWCTBA
LoRaWAN, npocmaTpmBaTb KapTy CETU, KOHTPONMPOBaTb 6a30Bble CTaHLMM, a TakxXe ynpaBnsaTb
npaBamMm Nonb3oBaTeNeN.

PasbepeMm npumep MOOKIIOYEHUS HOBOWM WKW pPenaKkTUPOBaHUA MNapamMeTpoB

cyuwectsytowen bC Ha cepepe (Puc. 1).

Gateway settings

Main settings Location

TX channel

Transmit power Altitude
14 0]

RX only Companion Gateway

mment

Puc. 1. OkHo noakntoveHuns bC Ha cepsep.

Obs3aTeNbHble HACTPOMKM:

Gateway ID — ngeHtnpukatop bC (16 wecTHaguaTepnyHbIX CuMBONa — 8 banT);

TX channel — kaHan BC, ncnonbsyembin Ans nepeaayn CoOobLLEHNN Ha OKOHEYHbIEe
ycTpomncTtea (downlink). JaHHbIM napaMeTp ykasbiBaeTcs B HacTporkax MO “packet_forwarder”
Ha BC (06bl4HO B darne “global_conf.json”). Mo ymonyanuio ncnonb3yetcs 0 kaHan;

Transmit power — mowwHoCTb BelaHus BC. MakcMmasbHasg MOLHOCTb BELLAHMUS OObIYHO
obycnosneHa cxemoTexHukon bC n orpanHmyeHa B MO “packet_forwarder”; npwv npesbilLEHWM

naHHoro napametpa bC 6yneT BO3BpaLLaTh OLMGKY C COOTBETCTBYOLMM KOOOM.
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30ecb HeEOBXOOMMO OrOBOPWUTb KPUTEPWUM, MO KOTOPbIM BbIBMPAETCS HeobXxoammoe
3HaYeHMe MOLLHOCTM BELLaHMS.

ObpaTtumcs k panny «global_conf.json» n3 HacTpoek 1O «packet_forwarder» Ha bC.

B crnncke gonycTuMbIX HaboOpOB MapaMeTpoB BewaHus «tx_lut_..» coaepxutca Habop
MOLLHOCTEN, Ha KoTopbix BC mMoxeT ocylwiecTenaTs nepedadvy. [ngd CTaHAapTHOroO Crmcka 37O
AnanasoH oT -6 0o 27 AbMm ¢ pa3HbIM Wwarom (Bcero 16 3HayeHun).

Tak e nMmeeTcs NnapaMeTp «antenna_gain», KOTOPbIN onpeaenseT yCuneHme aHTeHHb! (B

nbm).

B wrtore, pasHuua BennumH @ «Transmit power» ©n «antenna_gain»  LOMKHa
COOTBETCTBOBAaTb OAHOMY M3 3Ha4YeHUM M3 cnmcka «tx_lut_..». Hanpumep, «antenna_gain» = 3
O0bm v nmnaHupyeTcs nepefaBaTh AaHHble Ha MowHOCTM 10 obm («Transmit power»). PasHuua
mexay «Transmit power» n «antenna_gain» coctasnseT 7 Abm, HO Takoro 3HayeHust HeT B
crmcke «tx_lut_..» (1 ecnm ncnonb3oBaTb TakOW HabOP MapaMeTPOB, TO MPU MOMbITKE OTAPAaBKMU
paHHblx, BC 6yaeT npucbinatb COOOLEHME C OWMOKOM O HEKOPPEKTHOM MOLLHOCTW).

Bamkanime paspelleHHble 3HadeHuns 13 «tx_lut_..» 31o 6 n 10 abm, COOTBETCTBEHHO, AN TaKOM

KOHOUTypaLMmM pa3peLleHHble 3HavYeHns «Transmit power» 6yayT 9 nnm 13 abm.

RX only — ¢nar, ykasbiBatowwmin, 4to bC paboTaeT TONbKO Ha npureMm. [pu ycTaHOBKe
[aHHoOro dnara nepenada AaHHbIX HA OKOHEYHble YCTPOWCTBa Yepes cooTeTcTBytoLwyto bC
3anpeleHa. [aHHaa onuus BBeAEHA A5 OPraHM3aLmMmM «NOHO-AynnekcHom BC»: 3To BapuaHT,
KOrja B HEeMoCcpeaCcTBeHHOM 6/IM30CTM yCcTaHoBAeHO ABe bC 1 ogHa 13 HMX paboTaeT TONbKO Ha
npueMm, a BTopas paboTaeT B O6bIMHOM pexxmme. [pr 3TOM JOCTUraeTcs HeNpPepbIBHOCTb
NpPOCAyLIMBaHWNS paanoadupa;

Companion Gateway — naeHtnoumnkatop bC koMmnaHbOHa, paboTatoLen B HOPMaIbHOM
pPEXMME NPU OpraHmM3aLmm «NOAHO-AyNAeKCHOM bCx»;

Comment — none ang KOMMeHTapus (Hanpumep, HammeHoBaHus BC);

O6nacTtb Location — conepxut nons onsg BBoAa KOOPAMHAT pa3melleHms bC: wurpoTa,
nonrota, BbicoTa. Ecnmn B BC nmeeTtcs BcTpoeHHbin GPS npneMHmK, BBEAEHHbIE KOOPANHATHI
6yLyT O6HOBMIEHbI aKTYabHbIMU 3HAYEHVSIMM aBTOMATUYECKMU.

Pasbepem npumep pernctpauum HOBOrO YCTPOMCTBA WAW U3MEHEHUS MapaMeTpoB
cyuwecTytowero (Puc. 2 n Puc. 3).

Ha Puc. 2 npencraBneH CHMMOK GOpMbl AN perucTpaumm yCTPOMCTBA C YKasaHuUeM

OCHOBHbIX MapaMeTpPOB.
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Device settings

Activation by personalisation (ABP) Owver-the-air activation [OTAA)
End-device addrass [dovAddr) Application identifier (AppEUL
Aplication session key (AppSkoy) Application kay (Apploy)

Metwork session key (NwkSKey)

Main settings Regional settings
End-device name Frequency plan
ELa6es v
End-device identifier (DevELN) Me Frequency Enabled
1 FIXED
End-device class
2 FIXKED
W
End-device group = R
4 ge71e08e8
5 857300008
5 857500808
7 257700008
8 857300808

RXZ Frequency, Hr

869525000

Xpert settings -
O rt settings Close E

Puc. 2. OCHOBHble MapameTpbl AN perncTpaLmm yCTpomcTBa Ha CepBepe.

O6nacTb Activation by personalization (ABP) conep>uT napameTpbl HEO6X0OAMMbIE A5
perncTpaumm ycTpomcTea Ha cepaepe Yyepes ABP:

devAddr — agpec yctponcTtsa B LORaWAN ceTn. 270 32-x pa3psfHOe YMCO B
lWeCTHaauaTepuyHoM Buae, Hanpmumep 012345AB;

AppSKey — CECCHMOHHbIN KoY NPUNOKEHUS — 3TO CTPOKA M3 32-X WeCTHaALATEPUYHDBIX
CVYIMBONOB;

NwkSKey — ceTeBOM CECCMOHHbBIN KOY — 3TO CTPOKa M3 32-X LWeCTHaauaTePUYHbIX

CMMBOJIOB.

PeBunsunsa 15 ot 04.12.2021 17



E\\ Beaa IOT Vega Server/PykoBoLACTBO

=)) s

O6nactb Over-the-air activation (OTAA) coaepxuT napaMmeTpbl HEOOXOAMMbIE AN

n

perncTpaumm yCTpomcTea Ha cepepe vepe3 OTAA:

AppEUI — EUI ngeHTUdUKaTOP NPUIOXKEHUS YCTPOMUCTBa — CTPOKa U3 16-TK
lWeCTHaALaTePUYHbIX CUMBOJOB;

AppKey — ko4 NpuioXeHms yCTPOMCTBa — 3TO CTPOKa 13 32-X LWeCTHaAuaTepUUHbIX
CVMIMBOJIOB.

[lna perncrpaumm yCTpomcTBa AOCTAaTOYHO yKasaTb XOTS 6bl OAMH M3 TUMOB aKTMBaLMMK
nnn oba cpasy.

O6nacTb Main settings conepxuTt cnenytowime napameTpsl:

End-device name — nonb3oBaTeNbCKOEe HaMMEHOBaHNE YCTPOMCTBA;

DevEui — EUl ngeHTudurkaTop yCTPONCTBA (YHMKANbHbBIN HOMEP YCTPOMCTBA) - CTPOKa M3
16-T1 WwecTHaaLaTEPNYHBIX CUMBOJIOB;

End-device class — knacc ycTponcTBa. DTOT NapaMeTp MOXET NMPUHUMATL [Ba 3HAYEHUS:
CLASS_A nn6o CLASS_C. lNopaeprka yctponcTts CLASS_B HaxoamTcs B pa3paboTke.

End-device-group — BO3MOXXHOCTb 3aaTb NONb30BaTEIbCKNE FPYTMbl YCTPOMUCTB.

O6nacte Regional settings copepXuUT HACTPOMKM YAaCTOTHOrO MniaHa  Ang
COOTBETCTBYIOLLErO YCTPOMCTBA. 34eCh NPeanaraeTcs BbI6Op M3 ABYX CYLLECTBYIOLWMX HABOPOB
(opuruUManbHbIM €BPOMENCKMIA YaCTOTHbIM MAaH U OANH U3 BAPUAHTOB POCCUMNCKOrO YaCTOTHOIO
naaHa), a TakXke MMeeTCs BO3MOXHOCTb HACTPOWUTb YHMKabHbIM HABOP YacTOT.

Kaxkabln 13 HA6OPOB HaCTOT COCTOUT U3:

® Tpex KaHaNoB C GUKCUPOBAHHBIMW YaCTOTaMM (AaHHbIE KaHaMbl XECTKO 3a[aHbl B
YyCTPOMCTBE 6€3 BO3MOXHOCTU UX M3MeHeHMs Yyepe3 npoTokon LoRaWAN);

@ MATW KaHaNoB ANs NpUeMa 1 nepeaayn cooblieHmn. Ecnm kaHan He ncnonb3yeTcs,
HEO6XOAMMO 334aTb HYIEBYIO HaCTOTY U OTKJIIOUYUTb COOTBETCTBYIOLLYIO FalovKy B HACTPOMKAX
Enabled;

® OAHOrO KaHana, onpefensowero YacToTy NpruemMa AaHHbIX 419 BTOPOro MpMeMHOro
OKHa.

Macka aKTMBHbIX KaHanoB (cnmucok ¢naros Enabled) pacnonoxeHa cnesa oT nonen BBoAa
4aCTOTbl N COAEPXUT dnarm OTKIOYEHUS/BKIKOYEHNS COOTBETCTBYIOLUMX KaHaNOB (4acToT) Ang
nepenavm [aHHbIX Ha yCTpowcTBe. [aHHblM nNapamMeTp nepefaeTcs YCTPOWMCTBY MNPU Kaxaou

JOIN npouenype v B Kaxaom cooblueHmnn anropntma ADR (ecnn ADR paspelueH).
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Class C device settings

Class C device reaction time, (ms)

[0 Use Downlink queus for Class C

Adaptive data rate

B Enable server ADR
Preferred data rate

RS
Proferred transmit power

14 dBm

Device RX settings

R window

RX1 delay
| B
RX2 data rate
DRO
Join accept delay 1

Lo
L

Expert settings

Puc. 3. OkcnepTHble NapaMeTpbl ANg perncTpaumm yCTpONCTBa Ha CepBepe.

B Ee7Laa808

Se7Tea888

2 SET79g2088
X2 Frequency, Hz

265525000

Location

Latitude
)
Longitude
o
Altitude

Others

Period of storage of raw data for device, (days)

265

IOT Vega Server/PykoBoLACTBO

< I < I <

HaxkaB Ha ranouky Expert settings, MOXXHO MoOAyyYnTb AOCTYM K SKCMEPTHBLIM HACTPOMKaM

ycTpomcTBa (cM Puc. 3).

O6nacTb Class C device settings poctynHa Tonbko yctponcteam CLASS_C. JocTynHsl

cnepyroune napaMeTpbl.

Class C reaction time — Bpems peakuum yctpomnctea CLASS_C. 3T0 Bpems mexay

OKOHYaHMeM rnpmnema CoobLEHNS cepsBepa yCTpOVICTBOM M Ha4a/iIOM OTIpPaBKM BO3MOXHOIo

OTBEeTa OT YCTPOWCTBa (T.e. MO CyTM BpeMs Ha MOArOTOBKY BO3MOXHOIroO OTBETA). [NapameTp

BBEAEH A9 YNyYLLIEHWNS Ka4eCTBa paboThbl C COOBLLEHNAMIN OT CepBepa K yCTponcTBaM knacca C;

Use downlink queue for Class C — ¢nar paspelatolmm nomeLLaTtb NakeTbl 4719 OTNPaBKU

B oyepeab oTNpaBkuM. 3avacTyto ycTponcTea CLASS_C pa6oTatoT B “online” pexunme n ecnm

NakeT He AOCTaB/eH A0 YCTPOMCTBA B HACTOALLMI MOMEHT, TO €ro AOCTaBKa YXXe He TpebyeTcs —

PeBunsunsa 15 ot 04.12.2021
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B TaKOM CJly4ae o4vepeb NakeToB HE HY>XXHa. Haxe HaO60pOT, ovyepenb Chirpa€T HErAaTUBHYIO

o n W T

POJIb, KaK HAKOMUTENb yXXe yCTapeBLlen Hbopmaummn, KoTopasa byaeT nepefaHa B
0653aTeNIbHOM NOpPAAKE, 3aHNMas 3bMpHOe Bpems. [0 yMONYaHUIO ONUMS BbIK/IOYEHA.

O6nacTtb Adaptive data rate cogepxumt HacTpowkn anropntma ADR, npegHa3Ha4yeHHOro
AN aBTOMATMUYECKOroO M3MEHEHUS CKOPOCTU BeLLaHUS YCTPOMCTB B 3aBUCHMMOCTM OT KayecTBa
CBSI3M (B YCNOBMSIX XOPOLLEro npremMa CKOpPOCTb 6yAeT YBENMYMBATLCS, TEM CaMbIM CHMXast
BpEeMSs Mepeaayy NakeToB M yBENMYMBAS CPOK CYy»6bl YyCTPOWCTBa OT 6aTapen):

Enable server ADR — ¢nar, pa3pewatownm paboty anroputma ADR Ha cepsepe ans
KOHKPETHOro YCTPOWCTBA (E€CM ranoyka CHATa, CepBEP HE BYAET PEryampoBaTb CKOPOCTb
nepenayn yCTPONCTBA, Aaxke ecnn anroputm ADR Ha camMOM yCTPOMCTBE aKTUBUPOBAH);

Preferred data rate — 3HauyeHne DR (CKOpOCTH), K KOTOPOMY ByAeT CTPEMUTLCS aNroOpUTM
ADR cepsepa;

Preferred transmit power — MOLHOCTb NepefaTyMKa YCTPOMCTBA, KOTOPYIO CepBep

3a0acT eMy npu o4yepegHOM ceaHcCe CBA3N.

Mapametp Preferred transmit power cTOUT U3MeHsATb (yMeHbLUaTb
OTHOCUTENbHO 3HAYEHUSI MO YMOJIYAHUIO) B TOM CJly4ae eC/In KayeCTBO CBA3MU
ONsl YCTPOMCTBA Ha MaKCUMaJlbHON CKOPOCTU YAOBNETBOPUTENBHO

O6nacTb Device RX settings conep>xmt HaCTPOMKM NPUEMHBIX OKOH YCTPOWCTBA:

RX window — HOMep npmemHoro okHa (1 nnu 2), yepes KOTopoe cepaep MO YMOHYAHMIO
oyneT nepefaBaTbh AaHHble. ECnn yCTaHOBUTL 1-0€ OKHO, TO B C/lydae eCv CEPBEP HE MOXeT
OTNPaBUTb AaHHble B 1-0e npneMHoe OKHO (Hanpumep, HeT ceoboaHom bC), To byaeT
BbINOMHEHA MOMbITKa OTNPaBUTb AaHHbIE BO 2-0€ NMPUEMHOE OKHO;

RX1 delay — 3apepxka OTKpbITMS YCTPOMCTBOM NEPBOrO MPUEMHOrO OKHa (No
ymMonyaHuio 1 cekyHza). 2-oe NnpMeMHOe OKHO OTKPbIBAETCS BCEraa (ecnv B nepBoe npuemMHoe
OKHO JlaHHble He 6blan NpUHATHI) Yepes 1 cekyHay nocne 1-ro;

RX2 data rate — ckopocCTb Nnepenayn AaHHbIX 0Ns 2-ro NPUEMHOro OKHa;

Join accept delay 1 — 3aep)kka OTKPbITUS YCTPOUCTBOM MEPBOTO MPUEMHOro OKHa ANs
NONYyYeHUs PErMCTPaLNOHHON MHGOPMALIMK NPU akTMBaLUMK B ceTu cnocobom OTAA (no

ymMonyaHuio 5 cekyHn).

Ecnun 6a3oBas cTaHuMsa paboTaeT Yepe3 MOBUIbHLIA MHTEPHET, TO BEINYMHA
3aflep)XeK [OCTaBKM TMaKeTOB OO TaKOMW CTaHUMW MOXET JocTuraTb
CYLECTBEHHbIX BeU4YMH. lMoaToMy ana wusberaHuss npobnem c paboTomn
yCTponCTB (oTnpaBka noateepxpeHuin 1 MAC-komaHa) Heo6xoamMmMo Bpems
OTKPbITUSI NEPBOrO MPUEMHOIO OKHa CABUHYTb 6onee 4yem Ha 1 c. O6bI4HO
JOCTaTOYHO 3 C MHTepBana. B HekoTopbix cnyyasx noTpebyeTcs COABUM Ha
60/1bLUINIA UHTEPBaN — HEOH6XOANMMO CNeAUTb 3a CTAabUIbHOCTbIO PabOoTbl CETU.

O6nactb Location nossonseT ykasaTb KOOPAMHATbl YCTPOWMCTBA AN OTO6PAXKEHUS Ha

KapTe.
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[TpunoxxeHne A. OnmncaHme CTpPyYKTypbl 6a3bl
OAHHbIX

MO IOT Vega Server B npouecce CBoen paboTbl MOCTOSSHHO MCMNOb3yeT 6a3y [AaHHbIX
(BcTpoeHHyto — SQLite wnm BHewHtow). [ng obecneveHuUs Hadvana padboTbl TpebykoTCs
MUHMManNbHbIE HACTPOMKM MO AOCTYNY K BHELWHEN 6a3e AaHHbIX, @ A1 BCTPOEHHOW 6a3bl AaHHbIX
HacTpoWKM He TpebytTca Boobwe. CTpykTypa 6a3bl AaHHbIX B O6OMX Ciyyasx CO3[aeTcs
aBTOMaTuyeckn. CnenyeTt UCKIOYUTb BAVSIHWE MOJSIb30BAaTENS HEMOCPEACTBEHHO Ha CTPYKTYpPY
6a3bl JaHHbIX, YUTOObI HE HapyLWNTb PabOTy cepBepa.

TeM He MeHee, CylleCcTBYeT BapMaHT paboTbl C 6a30M JaHHbIX B PEXMME TOJIbKO YTEHWUSI.
Hanpumep, mMpuv CUYMTBIBAHMM HAKOMIEHHbIX OaHHbIX OT YCTPOMCTBA. TakoW Moaxon npusBaH
CHSATb Harpy3Ky C CepBepa Ha BblMMTbIBaHME JaHHbIX OT YCTPOMCTB Yepe3 API 1 B LeNOM yCKOpUTb
PaboTy CUCTEMBI C 3aNpOCaMm NONb3OBaTENS.

Basa AaHHbIX COCTOUT 13 Cneayowmx Tabamy;

@ «bs» - mepeyeHb MOAKIOYEHHbIX 6A30BbIX CTAHLMW;

@ «devices» - nepeyeHb NOAK/IOYEHHbIX YCTPOMUCTB;

@ «rawdata» - JaHHblE, NPUHATbIE OT YCTPOWCTB U NMepeaaHHble Ha YCTPOMCTBA;

@ «queuetransmit» - oyepenb OTNPABKM MAKETOB Ha YCTPOMCTBO;

@ «coveragemap» - CMMCOK 6a30BbIX CTaHLNM, Yepe3 KOTOopble 6blIn MPUHATHI AaHHbIE OT
COOTBETCTBYIOLLErO YCTPONCTBA. 10 AaHHOM TabanLe MOXHO MOCTPOUTb KapTy MOKPbLITUS CeTH;

@ «deviceattributes» - CMMCOK CBONCTB COOTBETCTBYIOLLEITO YCTPOMUCTBA;

® «USers» - CN1COK NoJib3oBaTeNew;

@ «userdevices» - CNUCOK YCTPOWCTB, OCTYMHbIX COOTBETCTBYIOLLEMY MONb30BaATENIO.

Onuncanne Tabnuuy «queuetransmit», «deviceattributes», «users» wu
«userdevices» He 6yayT npuBeAeHbl, MOCKOJAbKY B 3TUX Tabauuax nnéo
XpaHuTcs 6ydepHas nHPopmaums, nM6o MHPopmMauus B crneumpnyecKkom
dopmate. [lpepnonaraetcsd, 4YTO pJaHHas wuWHbOpmMaums He noTpedyeT
npsSMoro JAocCcTyna pAns u4TeHus W Bcerga A[OCTynHa 4epe3 6bICTpO
BblMOsIHiEMble KOMaHAbl API

o
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Tabnuua 1 - CTpykTypa nonen Tabnuupbl «bs» 6a3bl AaHHbIX

[None Twvn gaHHbIX Onuncanve

id INTEGER YHUKaNbHbIM MOAEHTUPUKATOP CTPOKMU
mac TEXT ID 6a30BOW CTaHLMK

comment TEXT KoMmeHTapum

latency INTEGER Tekywasa 3agepxka no cetn bC-cepeep
downport INTEGER MopT angd nepenaym aaHHbIX Ha bC
hostaddress TEXT IP agpec BC ana nepenaym oaHHbIX
longitude REAL / DOUBLE KoopauHata bC — ponroTa

latitude REAL / DOUBLE KoopawnHaTta BC — wmpoTa

altitude INTEGER KoopavHaTta BC — BbICOTa Ha MECTHOCTHU
active INTEGER ®nar aktneHocTK BC (Ha cBa3K)

rxonly INTEGER @nar pa6oTbl BC TONLKO Ha NpremM

complimentarybsmac TEXT

downlinkchannel INTEGER
maxpower INTEGER
lastonline INTEGER
lasttoken INTEGER

ID BC-koMMnaHbOHa, Yepes KOTOPYHO paspeLlaeTcs
nepenaBaTb JaHHble, ecnu Tekyulaa bC paboTaeT
TOJIbKO Ha Npuem

KaHan ons nepenayn AaHHbIX
MouwHocTb nepenaymn Yyepes bC
Bpems nocnegHemn aktnBHoCcTM BC

TokeH nocneaHero NpuHAToro coobllenms ot bC

Tabnuua 2 - CTpyKTypa nonen Tabamubl «rawdata» 6a3bl JaHHbIX

Mone Twvn BaHHbIX
data BLOB
macbs TEXT
deveui TEXT

rssi INTEGER
snr REAL / DOUBLE
freq INTEGER

sf INTEGER
time INTEGER
fcntup INTEGER
port INTEGER
ack INTEGER
macdata BLOB

type INTEGER
direction INTEGER
status TEXT

22

Onuncanue
JaHHble B HEX maccuBe

ID 6a30Bbix CTaHLMK, Yepe3 KOTOpbIe 6bin NepesaH Maker,
O6beANHEHbl Yepes «+»

ID ycTpowncTBa
RSSI
SNR

YactoTtaB L

SF

Bpems B popMaTte Mc, npoluealumx ¢ Havana UNIX anoxum
HOMep nakeTa

NCMONb3yeMbIN MOPT

Hannume ¢pnara ACK B nakeTte

MAC KoMaHabl

Twn nakeTa (cM onmncaHne koMaHabl «get_data» B API)
Hanpasnernue nepenaun: «UPLINK» nam « DOWNLINK»
CraTtyc (cM onmncaHune komaHabl «get_data» B API)
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activationside
id

INTEGER
BIGINT

IOT Vega Server/PykoBoLACTBO

(Dnar, I/ICI'IO)'Ib3yeMbII7I TN aKTMBaLUMM TEKYLLEro NakeTa

YHUKaNbHbIM MAEHTUPUKATOP CTPOKMU

Tabnnua 3 - CTpyKTypa nonen Tabnmubl «coveragemap» 6a3bl AaHHbIX

Mone
id
deveui
macbs
snr

rssi

time

Twvn BaHHbIX
INTEGER
TEXT

TEXT

REAL / DOUBLE

INTEGER
INTEGER

OnucaHune

YHUKaNbHbIN MAEHTUPUKATOP CTPOKMU
ID ycTpowncTBa

ID 6a3oBov CcTaHLMM

SNR

RSSI

BpeMs B popmaTe MC, npouweamx ¢ Hadana UNIX anoxu

Tabnuua 4 - CTpykTypa nonen Tabnmubl «devices» 6a3bl AaHHbIX

MNone
deveui
devname
appeui
appkey
devaddrabp
nwkskeyabp
appskeyabp

devaddrotaa

nwkskeyotaa

appskeyotaa

devnonce

lastjoints

class

rxwinnum

lastrssi
lastsnr
lastpower
lastsf
lastch

preferdr

Twn faHHbIX
TEXT

TEXT

TEXT

BLOB
INTEGER
BLOB

BLOB
INTEGER

BLOB

BLOB

INTEGER
INTEGER

INTEGER
INTEGER

INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER

PeBunsunsa 15 ot 04.12.2021

OnwcaHune

ID ycTponcTaa

HanmeHoBaHWe yCTpPONCTBa

AppEUl ycTponcTBa

AppKEY

DevAddr gns ABP Tuna permctpaunm

NwkSKEY ana ABP Tuna pernctpaumm
AppSKEY ans ABP Tuna pernctpaumm

DevAddr, cdopmumpoBaHHbi cepeepom npm OTAA Tune
perncTpaumm

NwkSKEY, cdopmmpoBaHHbi cepeepom npn OTAA Tune
perncrpaumm

AppSKEY, chopmumpoBaHHbi cepBepom npmn OTAA Tune
perucrpaumnm

MocneoHmm DevNonce B JOIN 3anpoce

Bpems nocneaHero JOIN B popmaTe MC, NpoLleaLlmx C
Hadvana UNIX anoxm

Knacc yctponcTsa: 1 = «A», 3 =«C»

Homep 1crnonb3yemoro npuemMHOro okHa Ha yCTponcTee

[MocnenHun RSSI B nakeTe OT yCTPOWCTBa
[MocnenHmn SNR B makeTe OT yCTPOMCTBa
MouwHOCTb Nepenayn yCTponcTBa
lNocnenHum SF B NakeTe OT yCTPOWCTBaA
He ncnonb3yeTcs

MakcumanbHbi DR npun pa6ote ADR
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preferpower
fcntup
fcntdown
dutycycle
chanmask
battery
adr
macbs
lastdatats
longitude
latitude
altitude

reactiontime

lastactivatside

rxldelay
rx2delay
joinldelay
join2delay

rx2dr

rx2freq

freq4

freq5

freq6

freq/

freq8
usedownqueue
adrthrescounter
serveradrenable
id

hash

datastorageperi
od

lastfreq

24
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INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER

TEXT

INTEGER
REAL / DOUBLE
REAL / DOUBLE
INTEGER

INTEGER
INTEGER

INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
INTEGER
BIGINT
BLOB
INTEGER

INTEGER

IOT Vega Server/PykoBoLACTBO

He ncnonb3yeTtcs

Homep nocnefHero NnpuUHATOro nakeTa

Homep nocnefHero nepefaHHoOro rnakeTta

He ncnonb3yetcs

16-6uTHas Macka KaHanoB

He ncnonbsyetcs

@nar pa3spelueHus ncnonb3oratb ADR (ycTponcTso)
He ncnonb3yetcs

Bpems nocnefHen akTUBHOCTU YCTPOWCTBA B MC
KoopavHaTta yCcTpomncTBa — LOATOTa
KoopanHaTa yCTpOMCTBa — LWWMPOTa

KoopauHaTa yCTPOWCTBa — BbICOTa Ha MECTHOCTM

Bpems peakumm ycTpomncTBa

Twun akTMBauuu, l/ICI'IOJ'Ib3yeMbIPI B nocnegHeM npUHATOM
NnakeTe

3afeprkka OTKPbITUS NEPBOIO MPUEMHOIO OKHa, C
3aZep)Kka OTKPbITUS BTOPOrO MPUEMHOrO OKHa, C
3anepxka oTKpbITMS nepeoro npmemHoro npu JOIN, ¢
3anepxka oTkpbITMS BTOoporo npuemHoro npun JOIN, ¢
DR BTOpPOro NnpMeMHOro okHa Ha yCTpOMCTBE
YacToTa BTOPOro npmemMHoOro okHa, 'y,

YacTtoTa kaHana Ne4, 'y

YacTtoTa kaHana N25, Iy

YacTtoTa kaHana N6, 'y,

YacTtoTa kaHana Ne7, 'y,

YacTtoTa kaHana Ne8, 'y,

®nar MCNonb3oBaHWS ovepean NakeToB Ha OTMNPaBKY
bydepHbii napameTp

®nar pa3pelleHns ncnonboBaTb ADR (cepsep)
YHUKaNbHbIN MAEHTUPUKATOP CTPOKMU

YHWKanbHas XaWw-cyMmMa AN AaHHOMO YCTPOMCTBA

I'Iepmou XPaHEHWA NaHHbIX A4 JaHHOIro yCTpOVICTBa

YacToTa nocnegHero MPUHATOrO CoobLLEHNS
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[TpynoxeHne b. CTpyKTypa 1 COCTaB
OCHOBHbIX COOBLEHNN B KOHCONU

MO 10T Vega Server B npouecce paboTbl BbIBOANT B KOHCO/Ib HEKOTOPYIO OMNepaTUBHYIO
nHpopmaumto. O6bEM BbIBOAUMOW WMHOOPMALMU 33aBUCUT OT COOTBETCTBYIOLLMX HACTPOEK
cepBepa (CM. onmcaHme KOHOUIrypaLMOHHOIO Ganna).

B KOHCOAM MOryT NOABASTLCSA COOBLLEHMS C OTNALOUYHON MHPOPMaLMEN, COCTaB KOTOPbIX
MOXET MeHSTbCA. HO OCHOBHbIE TUMbl COOBLLEHNI HEU3MEHHDI. HIKe NpMBeaAEeHbl OMMCaHNS KX

CTPYKTYpbl M COCTaBa.

1. CoobLieHre 0 HEMOAAEPKNBAEMOM BEPCUUN NPOTOKONA, ncnosbsyemoro B 10
PacketForwarder Ha BC.

CoobleHne BblaeNeHO KPacHbIM LBETOM WM HaumHaeTcs co cTpokn «WARNING! Skip
gateway msg, invalid protocol version:». Janee naet nHdopmaums o IP agpece bBC u

MCMONb3yEMOWN BEPCUMN MPOTOKONA;

2. CooébuweHune o npuHsitom JOIN 3anpoce.
LIBET COOBLLEHNS XKENTbIN, POPMAT COOBLLEHUS: «
», F'D'e
— |D 6a3oBom cTaHUuMK;
— ID (DevEUI) ycTpowncTBa;
— [aTa 1 Bpems nprema CoOObLLEHNS, C TOYHOCTLIO A0 MC;
—yvacToTa B Ml'y, ¢ TouHocTbio A0 100 Klu;
— 3HauveHwue SF;
— 3Ha4veHue RSSI;
— 3HaveHue SNR;

— pe3ynbTaT 06paboTKM COObLLEHMS. MOXET MPUHUMATbL OLHO U3 CAEeAYIOLNX

3HaYeHUn:
* « » - 3aNpoC 06paboTaH KOPPEKTHO, ByAeT OTNpPaB/eH OTBET;
o « » - HEU3BECTHOE YCTPOUCTBO, rae
— 3TO ncnonb3yemsbin B nakete DevNonce B HEX;
o « » - MpMeM MOBTOPHOIO 3aMpoca;
e « » - 3HaveHune AppEUI 13 3anpoca He coBnafaeT C TeM, 4YTO

YKa3aHO Npu pernctpaumm yCcTponcTBa.
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3. CoobleHune 06 oTnpaBneHHoM oTBeTe Ha JOIN 3anpoc.

Fony6oi useT TekcTa. PopmaT cooblleHus: «>> GW-%1: JOIN_REQ | %2 | %3 |

%4 | SF%S5 | VALIDATED», rne

%01 — ID 6a30BOW CTaHUNK;

%02 — ID (DevEUI) ycTponcTaa;

%03 — paTa 1 Bpems npmema CoOObLLEHNS, C TOYHOCTbHIO 4O MC;
%04 — yacTtoTa B Mll, ¢ TouHOCTbO A0 100 KIu;

%05 - 3HayeHwe SF.

4. Coob6lueHMe O NPUHATOM MakKeTe OT YCTPOMUCTBA.

3eneHbin upeT TekcTa. PopmaT cooblieHus: «>> GW-%1: %2 | %3 | %4 | %5 |

SF%6 | RSSI:%7 | %8 | CNT:%9 | PORT:%10 | %11», rae

%01 — ID 6a30BOW CTaHLWU;
%02 - T1n nakeTa. Micnonblyetca «CONF_UP» nnn «UNCOF_UP». Ecau B nakeTe
npucyTcTBytoT MAC faHHble, K TUNYy 006aBASETCS CUMBOJbI «+M»;
%03 - ID (DevEUI) ycTponcTsa;
%04 — naTa 1 Bpems npmremMa coobLLEHNS, C TOYHOCTbHIO 10 MC;
%05 — yacTtoTa B Ml'L, ¢ TouHOCThiO f0 100 KIL;
%06 — 3HauveHwue SF;
%07 — 3HauyeHune RSSI;
%08 — 3HauyeHne SNR;
%09 — HOMep MakeTa;
%010 — HoMep nopTa;
%011 - pononHuTenbHasa MHGoOPMaLMsa. MoXeT cofiepxaTb CneaytoLlyto MHGOPMaLIMIO:
e eC/IM NaKeT NOBTOPHbIM OT YCTPOWMCTBA, AaHHOE MoJsie COAEPXKUT KOoa,
«REPETITION PACKET>» 1 LiBEeT TeKCTa COOBLIEHMS CTAHOBUTCS CUHUM;
e VHaye COAEPXKUT MHPOPMALIMIO O pa3Mepe NPUHATOro COObLLEHMS B BUAE
«[%1]», roe %1 — pasmep cooblieHus B 6alTax. ECnm gononHuTenbHoO
conepxatca MAC naHHble, TO fo6aBnseTcs 1 1Ux pa3mep B Buae « | M [%1]», raoe

%01 — pa3mep MAC gaHHbIX B 6anTax.

5. CoobueHune 06 oTNpaBNeHHOM MaKeTe AJig YCTPONCTBA.

dnoneToBbil UBeT TekcTa. PopmaT coobuieHuns: «>> GW-%1: %2 | %3 | %4 | %5

| SF%6 | CNT:%7 | PORT:%8 | %95, rae

26

%01 - |D 6a30BOM CTaHLUUU;
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roe

%02 — t1n nakeTa. Micnonb3yetca «CONF_DOWN» nnn «UNCOF_DOWN». Echuv B
nakete npucyTcTBytoT MAC faHHbIe, K TUMNY A06aBASETCH CUMBOSbI «+M»;

%03 - ID (DevEUI) ycTponcTsa;

%04 — pnaTa 1 Bpems NpmMxoda NOATBEPXKAEHNS 06 OTNpaBke COObLLEHMS (He NyTaTb C
peanbHbIM BPEMEHEM OTMPABKMN);

%05 — yacTtoTa B Mly, ¢ TouHOCTbO A0 100 KIu;

%06 — 3HaveHue SF;

%07 — HOMep MakeTa;

%08 — HoMep NopTa;

%09 - conepxnT NHGopPMaLMio O pa3mMepe nepeaaBaeMoro cooblieHus B suae «[%1]»,
roe %1 — pa3mep cooblieHns B banTax. Ecnn gononHntensHo comepxatca MAC
JlaHHble, TO flo6aBnseTCs U X pasmep B Buae « | M [%1]», roe %1 — pasmep MAC

JAHHbIX B 6anTax.

6. CoobLieHre 0 BO3HMKLUMX OLLIMBKaX npun oTnpaBke AaHHbIX

KpacHbin LpeT TekcTa. PopmMaT cooblleHus: «>> GW-%1: %2 | %3 | %4 | %5 |»,

%01 — ID 6a30BOW CTaHLWU;

%02 — tnn nakeTa. Micnonb3yeTtcss < UNCONF», «<CONFRM>» nnn «<UNCKNOWN>». Ecnn B
nakeTe npucyTcTBytoT MAC faHHble, K TUMNY A06aBASETCS CUMBObI «+M»;

%03 — ID (DevEUI) ycTpoincTaa;

%04 — pnaTa 1 Bpemsi MomnbITKM HeYyCNewHOW OTNPaBKK;

%05 — Ko OWnBKM B BUIE CTPOKMN.

Bo3MOXHble KOAbl OLMBOK U UX pa3bop NpUBEAEHbI B MPUIOXKEHMN B.
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[TpunoxxeHune B. CoobuieHnsa 06 ownbKax

B naHHOM pasgene Mbl PaCCMOTPUM BO3MOXXHbIE OLWMBKM, BO3HMKAKOLLIME B KOHCOAN

cepBepa, U MOPSAOK X YCTPaHEHMUS.

«TOO_LARGE_GW_PING_ERR» Bo3HMKaeT B TOM cny4ae, korga PING mexay BC un
CepBepoOM He MO3BOJIIET OTMNPaBUTb OTBET Ha YCTPOMCTBO B MEPBOE, MMBO BTOPOE MpPUEeMHOe
OKHO. YTO6bI MUHUMU3UPOBATb BO3HUKHOBEHME AAHHOM OLWMBKM, HEOOXOAMMO CABUHYTh BpeMs

OTKPbITUA MPUEMHOIO OKHa B HaCTpOIhKaX OKOHEYHOIo yCTpOI;ICTBa.

Mo ymonyaHuio BpeMs OTKPbITUS MEPBOro NPUEMHOro OKHa COOTBETCTBYyeT
onHon cekyHge. Mpu ncnonszosaHnm Ha BC 3G mopyns 3TOro BpeMeHu He
XBaTaeT, MO3TOMY [aHHbIN NapaMeTp MOXHO CABUraTb Ha 3Tarne HaCTPOMKMU
o60pynoBaHus

Bpemsa OTKpbITUS NepBOro NPUEMHOrO OKHa Ha YCTPOWCTBE HacTpawmBaeTcs vepes Vega
LoRaWAN Configurator npu noakio4eHn K OKOHEYHOMY YCTPOMCTBY Ha BKagke «HacTporkm
LoRaWAND.

Ill. WHdopmauma L-_IERH HacTpoii LoRaWAN “T Bera Ck-11 HAsenc: Russian ™

YECTOTHLIA NNaH: RUB6S - MsMEHMTE

Crocob aKTWBELAM B CETH! OTAA B
3anpalMEaTE NOATESMKASHHE: bes NoATEEmHAEHHA =
ABTOMATHHECKOE YNPABNEHHE CKOPOCTEHO Brn =

I OTKPLIEaTE NEPEOE MPUEMHOE OKHO Yepes: 5 cekyHAa i I

Sanep#ra 1 Ha NOATEEPHAEHWE NPUCOEAMHEHHA K CETH: 5 ceryHA =
KonK4ecTso NepenosTOPOE NakeTa: 1lpas =
MowHocTE NepegaT4mKka: 14 dBm i
CKOpOCTL NepeaayqH: DRO 5F12 BW 125 £

BpemMs OTKpbITUS MEePBOro NPUMEMHOrO OKHa LAOJ/HKHO COBMaLaTb B HACTPOWMKax
ycTponcTtBa B KoHduUrypatope 1 Ha CepBepe, eCin UCMOb3yeTcs Crnoco6 akTMBaLMU
ABP.

Mpu uncnonb3oBaHuM cnocoba akTmeaumm OTAA cepBep coobulaeT yCTPOUCTBY O
BPEMEHW OTKPLITUA NMpUemMHOro okHa B MoMmeHT JOIN-npouenypbl, MO3TOMY B JaHHOM Ciy4vae
HeT HEOH6XOAMMOCTM BHOCUTL MPaBKM Yepes nporpammy KoHdurypatop, 4OCTaTOYHO U3MEHUTb
HaCTPOWKM Ha cepBepe.

Ins aToro B npunoxeHum Admin Tool HYy>KHO 3aMTK B HACTPOWKUM YCTPOWNCTBA U U3MEHUTH

napameTp RX1 delay, kak NOKa3aHO Ha PUCYHKE HMXKe.
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Device RX settings

RX window

1

RX1 delay

5s

RXZ data rate
DRO
Join accept delay 1

s i

Expert settings

Location

Latitude
0
Longitude
0
Altitude

0

IOT Vega Server/PykoBoLACTBO

Close

Kpome ToOro, kak 6onee peakuin cnydan, «TOO_LARGE_GW_PING_ERR» moxeTt
BO3HWKATb MPW BbICOKOW 3arpy)KeHHOCTM CepBepa, Korla OH He ycrneBaeT o6pabaTbiBaTbh MaKeTbI

OT YCTPOMCTBA U OHWM KOMNATCS.

Bo3mMoXHble Cocobbl pelleHns 3Tom Npobaembl:

1) YBenuyeHune neprona nepepayn AaHHbIX Ha YCTPOWMCTBE,

2) PasgeneHmne ceTh Ha CErMeHTbI, FAe KaXK bl CErMeHT 6y;1eT O6Cﬂy)Kl/IBaTbCFI

OTAENbHbIM CEPBEPOM.

«COLLISION_ERR» - paHHaa owwbka GopMMpyeTCs CepBEPOM B TOM Cly4vae, Koraa

YKa3aHHOE B lNakKeTe BPEMSA OTIMPaBKU YXXE 3aHATO APYTMM COObLLEHNEM.

BO3MOXHble CNOCO6bl peLleHns 3TOM NPO6AeMb:

1) YBenuueHue nepuona nepenayn JaHHbIX Ha YCTPONCTBE,

2) PaspeneHue cetu Ha CErMEHTbI, Fe Ka)/bl CEerMeHT 6y1eT O6CIYXMBATLCS

OTAENIbHbIM CEPBEPOM.

«BEACON_COLLISION_ERR» - paHHas owmubka dopMmpyeTcs B TOM Clyvae, Koraa

BO3HMKAET OLMOKa OTNPaBKM CUHXPOUMIYbCa AN YCTPOMCTBA Knacca B. B HacToswmm MOMeHT

He aKTyallbHa, MOCKOJIbKY CepBep He MNOALEPXKMBAET YCTPONCTBA Knacca B.

«POWER_ERR» - paHHas owmnbka dopmMumpyeTcs B TOM Cilyyae, KOraa ykasaHHas B

HacTpoMKax ©6a30BOM CTaHLUMW Ha CepPBEPE MOLLHOCTb He COOTBETCTBYET HACTPOMKam B

KOHOUTrypaunoHHoM danne camom BC. [ns mcnpaBneHus OaHHOW OWMOKM HEOBXOAMMO B

HacTpowkax bC Ha cepBepe yKasaTb KOPPEKTHYHO MOLLHOCTb Nepeaayn.
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Gateway settings

Main settings Location

MName Latitude

Gateway ID TX channel

Transmit power Altitude

14 180

RX only Companion Gateway

P
Close

Ecnn  ykasaHHasgs B HaCTpPOMKax Ha CepBepe MOLWHOCTb BaMW  MUCMOJb3yeTCS
npelHaMEpPEHHO, TO HEOBXOAMMO BHECTM MPaBKM B KOHOUrypauuoHHbin dann Ha BC (dbann

global_conf.json).

KoppekTtupoBka kKoHourypaumoHHoro damna bC B uyactu wmcnonblyemomn
MOLLHOCTM AOJXKHA BbINOJIHATLCA C MOJIHbIM MOHUMAaHMEM CBOUX OENCTBUN.
KomnaHus Bera-A6conioT He HeCET OTBETCTBEHHOCTU 3a BO3MOXXHble
nocnencTBug TaKUX AENCTBUN.

index 4 Mapametp  rf_power  ykasbiBaeT  Ha

BO3MOXHYIO MOLHOCTb OTMNpPaBKKN COOBLEHMSI.

Takxe Bbl MoXeTe NCMNONb30BaTb
CTaHOAPTHLIN  KOHGUrypauUMOHHbIM  dann  OT
KOMMaHnM Semtech, KOTOpbLIM BKJOYAET BCe

HeOoOXOAMMblE YPOBHM.

g, indax
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«FREQ_ERR» - olwwmnbka popmmpyeTcs, Korga MCnosib3yemMasi CEpBepOM g OTMpPaBKM
JlaHHbIX Ha YCTPOWMCTBO YacTOTa He NMonagaeT B AManasoH 4acToT, 3afaHHbix B HacTpomnkax bC.
MpoBepbTe MNoMagaeT M 4YacTOTa, Ha KOTOPOW CepBep MNPOM3BOAMUT OTMPABKY MakeTa C

AManasoHOM YKa3aHHbIM B KOHGUrypaunoHHoM darne (global_conf.json).

ock to ntrator #
in dBi #

«LATENCY_ERR» - naHHas owunbka GopMUpPYETCs, KOrAa CepBep MbiITaeTcs OTNPaBuTb
JaHHbIE B Y)Xe MpowWeflni MOMEHT BpemMeHW. MoxeT aBnsTbCa MNpUYMHOM ANd OLIMOKMK

TOO_LARGE_GW_PING_ERR 1 nmeeT aHanormn4Hbole Crnocoobbl peLleHums.

«NO_VACANT_GW>» - owmnbKa GOPMNPYETCS CEPBEPOM, KOTla MY HE YAAETCS BbIOPaAThb
5C ons oTnpaBKM AaHHbIX HA YCTPOMCTBO. DTO 3HAYUT, YTO MM6O BCe 6A30Bble CTaHLIMM 3aHSATbI
OTNPaBKOM AaHHbIX, MO0 HEaKTUBHbI. [1py 4aCTOM BO3HWKHOBEHWUW AAHHOW OLWMOKW CTOUT

PAaCCMOTPETb BO3MOXHOCTb YCTaHOBKM Ha O06bekTe gonosaHuTensHom bC.

«PAYLOAD_SIZE_ERR» - owunbka dopmMupyeTca CepBepOM B C/yyae, Koraa njuvHa
nakeTa, OTMNPaBASIEMOro Ha YCTPOWCTBO, MPEBbLILAET [AOMYCTUMbIA JUMUT MO pa3sMepy

coobueHuns. [Ins pelweHns JaHHOM OWNGKM HEOBXOAMMO BbIMONHUTbL OAHO U3 ABYX:

1) ymeHbWwUTb 06BbEM payload,

2) YBENNYUTb CKOPOCTb Nepenayn.

Ons cnpaBkK: Ha MUHMManbHoOM ckopocTu DRO (SF12) MakcuManbHbIi O6beM MaKeTa
cocTapngeT 51 6anT, a Ha MakcumanbHom ckopocTtu DR5 (SF7) — 222 6anTa. MNpu aTOM CTOUT

NMOMHWTb, YTO yBEJINYEHUNE CKOPOCTN NPUBOANT K YMEHbLLUEHNIO Oa/IbHOCTW.

«INVALID_DEVICE_NETWORK_SESSION_KEY» - paHHas owwnbka popmMupyeTcs
cepBepoM, Korpa devaddr npuvweawlero nakeTa OT YCTPOMCTBA COOTBETCTBYET aApecy,
YyKa3aHHOMY Ha CepBepe, HO Mpu 3TOM ‘pa3obpaTth’ MaKeT C YKa3aHHbIM Ha CepBepe KIIKYOM

NwSKey He nonydaeTcs.
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Takoe MOXeT MpOoW3oNTK, eCan B npefenax Ballen ceTu paboTtatoT aApyrne LoRaWAN

ceTn 1 devaddr ycTponcts coBnaaatoT. PyHKLUMOHaNbHO AaHHas OLWM6Ka He BeAeT K KaKUM-TM60

npotnemam.

Hanee mnaoyT npumepbl OWKMOOK, KOTOPbIE MOMYT BO3HMKAaTb Mpu pas3dope MPUHATOro
nakeTa Ha 3Tane OTNaAKM oKoHeyHbix LoRaWAN ycTponcTB paspaboTymkamu. MNpn paboTte He

[LOJMKHbI BO3HUKATb.
INVALID_MHDR_SIZE
INVALID_JSONREQ_SIZE
INVALID_DEVADDR_SIZE
INVALID_CTRL_SIZE

INVALID_FCNT_SIZE
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NHOOPMALIMA O JOKYMEHTE

3aronoBok IOT Vega Server
Tvn LOKyMeHTa PykoBOACTBO
Homep fAokymMmeHTa BO2-server-01
Homep v naTta nocnegHem pesmsnm 15 01 04.12.2021

JToT OOKYMEHT NMPUMEHUM K CNeayounm npoayKTaMm:

Twun npoaykTa HasBaHue npoaykTa
MporpaMMHoOe obecneyeHmne IOT Vega Server

IOT Vega Admin Tool

Pesusna [ata Nms KoMMeHTapuu

01 05.06.2017 KEB [aTa co3paHus 4OKyMeHTa

02 06.06.2017 MAU Menkne npaBku

03 16.06.2017 KEB Menkne npaBku

04 10072017  MAM J:Lo6aBne|j pa3nen «YCTaHOBKa», UCMpaBeH pa3aen
«HacTtpowka»

05 14.08.2017 KEB Menkue npasku

06 31082017 MAMU Ho6asneH pa3gen «IOT Vega AdmlpTool»,
CKOPPEKTUPOBAH pasaen «HacTpomnka»

07 27.09.2017 MAU Menkue npaeku B pasgene «lOT Vega AdminTool»

08 20.12.2017 MAU I3meHeHus B pasgene «HacTpomkm»

09 15.01.2018 MAU I3meHeHus B pasgene <<VCTaHOBKa»_V| «HacTtpownkun» B
CBA3M C gobaBneHnem sepcum ona Linux ARM
LlobasneHa ccbiika Ha openssl 1 pekoMeHZauny No

10 22.01.2018 BUIKO  pgonycTumMbiM CMMBONaM B settings.conf B pasaene
«HacTpounkmn»

11 12.02.2018 MAW Ho6asneHbl MpunoxexHms An b

12 28092018 MAM I3MeHeHuna B onncaHmnm t|a cepBep, cocTase
KOH®UrypaumoHHoro damna n coctase Tabnuy, b1

13 31.10.2019 KEB [lo6aBneHbl MyHKTbl KacaTebHO BO3MOXHOCTen MO

14 01.03.2021 KEB Pasnen «Bo3aMOXHOCTU» M3MeHEH
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